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EXECUTIVE SUMMARY 

The e.INS ecosystem, known as Ecosystem of Innovation for Next Generation Sardinia, is a project 

funded under the NATIONAL RECOVERY AND RESILIENCE PLAN (PNRR) – MISSION 4 

COMPONENT 2, "From Research to Enterprise" INVESTMENT 1.5, "Creation and Strengthening 

of Innovation Ecosystems" for the development of "Research and Development Territorial Leaders". 

The e.INS Ecosystem of Innovation for Next generation Sardinia is a comprehensive program aimed 

at strengthening the connection between business and science, mitigating the social impacts generated 

by the crisis, and enhancing the level of territorial inclusion. It is designed to support innovation 

processes and promote their diffusion, facilitate the transfer of technologies to the production system, 

involve local communities in the challenges related to sustainable innovation, and lead the region 

towards a truly knowledge-based economy. e.INS is meticulously crafted to bolster innovation 

processes and facilitate the seamless transfer of cutting-edge technologies into the production system. 

Moreover, it actively engages local communities in tackling challenges related to innovation and 

sustainability, propelling the Sardinian region towards a truly knowledge-driven economy. 

This ecosystem operates within the framework of the chosen Area of Specialization (AoS) - 

'Humanistic Culture, Creativity, Social Transformations, Society of Inclusion'. This AoS is 

distinguished by its inclusivity towards the diverse economic vocations of the region, as defined by 

the companies benefiting from technology transfer initiatives. It aligns harmoniously with the 

scientific vocations demonstrated by the overarching research system within Sardinia and holds 

strategic significance in achieving transversal socio-economic performance in line with average EU 

standards. 

The transformative force behind this ecosystem lies in social dynamics, with social inclusion serving 

as the most methodologically suitable instrument for attaining multidimensional objectives tailored 

to the unique characteristics of Sardinia. This is particularly pertinent to internal regions that have 

historically demonstrated resistance to multiple revitalization efforts. While many past interventions 

failed to adequately consider authentic territorial vocations or lacked the innovative impetus required 

to bolster the present and future competitiveness of Small Medium Enterprises (SMEs), e.INS takes 

a distinctly different approach. e.INS aspires to fortify the regional community of knowledge and the 

socio-entrepreneurial fabric of Sardinia, fostering synergistic relationships, enhancing skills, 

interoperability of enabling technologies, co-design, participatory design, and instilling an awareness 
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of the central role of active citizenship. The operational framework embraces the myriad cultural 

landscapes of Sardinia, serving as core elements of the AoS that vividly articulate the tangible and 

intangible assets of the territory. The Hub is responsible for the launch, implementation, and 

management of the ecosystem, organized around 10 thematic Spokes. Within the e.INS project, 18 

entities of both public and private nature collaborate synergistically, each with distinct roles (Hub 

members, Spoke coordinators, affiliated Spokes). The overall partnership constellation has been 

selected to operate effectively in the key sectors of the Sardinian economy. The thematic areas of the 

Spokes represent the synthesis of the main economic sectors of the region, around which Sardinian 

scientific research has historically been focused: Medicine, Tourism and Cultural Heritage, AgriVet, 

Finance and Credit services to the territory and to businesses, Aerospace, Energy, Digital, Mobility, 

Environmental Heritage, Bio pharmacology.  

Related Documents 

• Project proposal (Article 10, paragraph 3 and Article 12 of the Call) 
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1 INTRODUCTION 

This deliverable, entitled “Project Plan of the Multidimensional Platform Design”, forms part of the 

activities carried out in Work Package (WP) 1 by the SPOKE 2 Tourism and Cultural Heritage 

(TCH). This Spoke represents the two sectors with the highest potential for growth and territorial 

development in Sardinia. The regional S3 strategy identifies "Tourism, Culture, and Environment" as 

a key area of intelligent specialization that needs strategic reinforcement for long-term economic 

growth. Tourism is a fundamental component of the island's economy, significantly impacting the 

Gross Domestic Product (GDP) and driving various economic activities. While this sector has 

strengths, it also faces challenges such as seasonal fluctuations, a predominant focus on seaside 

offerings, training deficiencies, a lack of specific skills for a globalized and competitive market, a 

fragmented entrepreneurial landscape, and a digitalization and innovation gap compared to 

international competitors. The Spoke coordinator is the Università degli Studi di Sassari (UniSS), 

while the other partners affiliated with the Spoke are the Accademia delle belle arti "M. Sironi" which 

operates in the field of enhancement of cultural and artistic heritage, and the Università degli Studi di 

Cagliari. 

The Cultural Heritage (CH) sector encompasses both tangible and intangible assets, including 

archaeological sites, monuments, churches, pieces of art, traditions, knowledge, events, and creative 

and digital products. This sector boasts unique elements, such as archaeological heritage and a diverse 

cultural landscape. However, issues related to management systems, lack of specific digital skills, 

and accessibility to heritage and cultural landscapes hinder their full utilization by tourists and local 

communities. While the synergistic enhancement of these two sectors promises significant benefits, 

they share common challenges including a weak and fragmented entrepreneurial landscape, a lack of 

digital-related skills and new technology adoption, small firm sizes, and a reluctance to create 

networks and collaborations. 

Spoke 2 on TCH aims to jointly address both sectors through coordinated activities. Its primary goal 

is to enhance the competitiveness of Sardinia's tourist-cultural system. This will be achieved by 

leveraging technology transfer, creating new knowledge, and developing skills through collaborative 

efforts between universities, research centres, businesses, and society at large. These actions will lead 

to improved positioning in tourist markets and a comprehensive revision of the tourist-cultural 

offerings in an integrated and sustainable manner. The collaboration between businesses and 
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academia, the establishment of short and long-term networks, and the innovative development of 

territorial environments, along with the support of new technologies, will empower the regional 

economic system, driving substantial growth in employment rates, and subsequently benefiting social 

inclusion, gender equality, and the reduction of generational gaps. 

The program aims to achieve the four interrelated WPs, represented in the Table 1 below: 

Table 1 - Spoke 2: Plan of Work Packages. 

WP1 WP2 WP3 WP4 
Contest analysis 

technological 
laboratory & 

development of a 
multidimensional 

platform. 

Transferring activity of 
research results that can be 

converted into new 
technological and digital 

capabilities in SMEs. 
 

Start-up & Spin-off 
Program. Training. 

Monitoring the Impact of 
Innovation Actions on the 

Relevant SMEs. 

Local 
empowerment 

 

 

The main output of WP1 is related to the design and implementation of a platform able to monitor 

activities in the fields of tourism and CH with the aim of technological transfer. It covers six tasks as 

reported in Table 2:  

Table 2 - Spoke 2: WP1 related tasks. 

WP1 
Task Task Description 

T1.1 

Recognition of the elements that need to be strengthened in relation to firms 
operating in tourism and cultural heritage. Implementation of the scientific 
investigations related to the enhancement of the cultural heritage/data collection, 
mapping and clustering of all firms operating in Sardinia in the area related to 
tourism and cultural heritage. 

T1.2 Analysis of the technological architecture and the requirements of the digital 
platform. 

T1.3 

Designing of a multiverse database able to archive and organize the collected 
information and structured according to different levels of details - dedicated to 
different targets - characterized by a strong synergistic integration between 
scientific contents, dissemination approach and technological applications 

T1.4 
Recognition of the archives and depositories able to be data source (documents, 
materials and sites of cultural interest) relating to the areas of the BBCC and 
Tourism sites 

T1.5 Fulfilment of the Platform and the dashboard for the actions monitoring. 
T1.6 Programming and testing the platform to check the real functioning. 
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WP2 aims to digitize the tourism and CH sectors as well as transfer scientific results and technological 

innovations in favour of SMEs. It includes the four tasks reported in Table 3: 

Table 3 - Spoke 2: WP2 related tasks. 

WP2 
Task Task Description 
T2.1 Digitization of the tourism sector and cultural heritage by cascade bands. 

T2.2 
Development and testing of innovative services products for different categories 
of companies operating in tourism and cultural heritage, using an idea of open 
access. 

T2.3 

Creation of ideas and development and technology transfer programs for the 
various clusters and actions to promote innovation and facilitate data-driven and 
evidence-base business planning of companies operating in the tourism and 
human cultural heritage sectors. 

T2.4 Creation of the workshop for innovation and competitive expertise through virtual 
ateliers. 

 

The main goal of WP3 is to reskill the human capital and to establish and support new start-up and 

spin off in the considered domains. It comprises seven tasks as reported in Table 4: 

Table 4 - Spoke 2: WP3 related tasks. 

WP3 
Task Task Description 
T3.1 Suppling of training activities and technological transfer to firms. 
T3.2 Coaching and training and learning activity. 

T3.3 
Organization of brokerage events to bring together innovation seekers, innovation 
solvers and innovation users/benchmark activities and acquisition of good 
practice. 

T3.4 Scouting of new and innovative projects. 
T3.5 Supporting to the innovative start-ups and to the spin-off activities. 
T3.6 Supporting and stimulating of networks among SMEs 
T3.7 Constant monitoring and feedback activities/territorial impact analysis. 

 

Finally, WP4 is the work package devoted to promoting the participation of local communities on the 

issues of sustainability innovation. It includes six tasks, as reported in Table 5: 

Table 5 – Spoke 2: WP4 related tasks. 

WP4 
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Task Task Description 

T4.1 
Processing of digital storytelling related to the different areas of the cultural 
heritage.  

T4.2 Event organization with the aim to show and spread the results. 

T4.3 
Activities and projects with the aim to involve the SMEs object of the 
technological transfer and the local communities.  

T4.4 Spreading activities of the results, using digital tools and social media. 

T4.5 
Transfer activities related to reports and results to policy makers with the aim to 
drive policy decisions among a strategic, long-time period. 

 

The project timeline for the Spoke 2 was defined by focusing on the general project objectives, called 

milestones, and separating them into the intermediate objectives to be achieved within three years.  

The final version of the identified milestones, the objectives and the target referred to each of them, 

are presented the project timeline in Table 6: 

Table 6 - Spoke 2: Project timeline. 

Name Related 
Task 

Milestone Objective Target Timeline Milestone 

M1-2 T1.1, 
T1.2, 
T1.3, 
T1.4, 
T1.5, 
T1.6 

Activation of a 
technological 
laboratory 
multidimensional 
platform 

Creation of a research structure 
for the enhancement of specific 
Key Enabling Technologies 
(Advanced simulation and 
analysis, management and 
government of the territory). 
Development of a 
multidimensional platform 
addressed to the tourism and 
cultural heritage sectors. 
Fulfilment of the Platform and 
the dashboard for the actions 
monitoring 

L001, 
L006, 
L010, 
L025 

01/06/2023- 30/10/2025 

M2-2 T2.1, 
T2.2, 
T2.3, 
T2.4, 
T3.1, 
T3.2, 
T3.7, 
T4.1 

Completion of 
the digitalization 
program 
Acquisition of 
corporate 
capabilities in 
terms of 
smartness and 

Digitization of the tourism 
sector and cultural heritage; 
Economic enhancement of 
research through the transfer of 
scientific results and 
technological innovations, 
aimed at increasing the degree 
of competitiveness of SMEs 

L002, 
L003, 
L004, 
L005, 
L006, 
L007, 
L008, 

01/06/2023-30/10/2025 
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Completion of 
the technology 
transfer program 

L009, 
L010 

M3-2 T2.4, 
T3.1, 
T3.2, 
T3.5 

Completion of 
the program 
"Establishment 
and support of 
start-up and spin 
off" 

Action aimed at the creation of 
start-ups and spin offs. 

L006, 
L010, 
L011, 
L012, 
L013 

01/06/2023-30/10/2025 

M4-2 T2.2, 
T2.3, 
T3.2, 
T3.6, 
T3.7, 
T4.1, 
T4.3 

Strengthening of 
Territorial 
Capital  

Human capital reskilling and 
upskilling activities: specific 
and / or strategic training 
aimed at workers with 
reference to digitization and 
the development of related 
skills. Encouragement and 
acquisition of key skills for 
lifelong learning (soft skills, 
personal and social skills, 
active citizenship skills). 
Scouting, coaching, 
Brokerages, & networking 
between SMEs. 

L006, 
L010, 
L014, 
L015, 
L020, 
L021 

2/11/2023-30/10/2025 

M5-2 T2.4, 
T3.3, 
T3.4, 
T4.2, 
T4.3, 
T4.4, 
T4.5, 
T4.6 

Completion of 
activities related 
to the 
dissemination of 
knowledge on 
innovation and 
scientific culture 
in civil society; 
Transfer of 
reports and 
recommendations 
to policy 

Dissemination and 
involvement of civil society 
and reference communities of 
knowledge related to 
innovation in the fields of 
tourism and cultural heritage. 
Recommendations to policy 
makers of actions related to 
maintaining the objectives 
achieved in the tourism and 
cultural heritage sectors 

L016, 
L017, 
L018, 
L019, 
L022, 
L023 

22/05/2023-30/10/2025 

M19-
2 

   Recruitment Recruitment of fixed term 
researchers, technologists, and 
PhD students 

L024 1/11/2022-20/10/2023 

M11-
2 

T1.1, 
T3.7 

Analysis of the 
entrepreneurial 
landscape. 
Baselines 
definition, 

Analysis of the territorial 
scenario and definition of the 
baseline in reference to the 
themes of Digitization, 
innovation and 

L026 01/01/2023-30/10/2025 
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constant 
monitoring, and 
feedback 
activities. 

competitiveness in the regional 
production system 

 

In Table 7,  specific project targets and related target codes are presented. 

Table 7 - Spoke 2: Project targets. 

Target Name  Target Code 
Development of a multidimensional platform and inclusion of 50 SMEs within it L001 
Increase of the digital presence of the companies recruited in the spoke (creation of 
company website, social network, etc.) 

L002 

Increase of cloud computing services (ERP software, CRM software, antivirus, network 
access control, file storage) 

L003 

Adoption of interconnected devices or systems that can be remotely monitored over the 
internet 

L004 

Control action on the degree of security of the web server L005 
Transfer of services/tools/skills in virtual or augmented reality L006 
Transfer of innovative IT systems to optimize internal management (e.g., Decision 
Support System (DSS)) 

L007 

Companies included in the transfer (50) L008 
Transfer of techniques for the management of Big Data (e.g., Recommender Systems) L009 
Transfer of scientific results and technological innovations L010 
Creation start-ups (6) and support for innovative spin-offs L011 
Start-ups/spin-offs (6) benefiting from at least one training course provided by the spoke 
in the current year 

L012 

Start-ups/spin offs (6) participating in the workshop for innovation and competitive 
expertise through virtual ateliers 

L013 

SMEs (50) that benefit from training provided by the spoke L014 
SMEs (40%) participating in the workshop for innovation and competitive expertise 
through virtual ateliers 

L015 

Publication in the press of articles (18) disseminating the results of the project. L016 
Publication of newsletters (18) L017 
Organization of events (6) involving the involvement of local actors L018 
Creation of promotional digital storytelling (6) for the general public L019 
Support for the creation of (2) networks between SMEs  L020 
Organization of (2) brokerage events with the aim of sharing benchmarks / best practices 
between SMEs and scouting for new innovative projects 

L021 

Elaboration of (6) reports, recommendations e studies intended for policy makers L022 
Organization of (6) round tables with policy makers and decision makers L023 
Recruitment of fixed-term researchers (12), PhDs (6) and technologists (5) L024 
Creation of the Spoke technological laboratory  L025 
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Analysis of the entrepreneurial landscape & clustering of SMEs included in the platform 
in terms of type and size (% of accommodation facilities, % of para-receptive, % of 
complementariness, etc.) 

L026 

 

This deliverable encompasses activities outlined in WP1, specifically T1.2, focused on the 

development of a multidimensional platform within the domain of tourism and CH. The work 

presented in this document also supports the activities in the context of T1.3 and T1.4, while it is 

functional to the accomplishment of T2.2, T2.3, T3.1, T3.7, T4.4, and T4.5.  

The distinguishing feature of this platform lies in its multidimensionality. Throughout its 

development, this facet will be addressed as modularity, wherein each dimension of the platform will 

be associated with a dedicated module, each with specific objectives and functionalities.  

The primary objective of this deliverable is to provide comprehensive technical documentation 

detailing the design, development, and functionalities of the multidimensional platform for tourism 

and CH. The platform is intended for use by tourism and CH operators, stakeholders within the 

domains, policy makers, and the public. It aims to provide a user-friendly interface tailored to the 

needs of each group.  

One of the main strengths of this platform lies in its capacity to serve as data-driven policy making 

support system and, in general, as a Decision Support System (DSS). By integrating advanced data 

analytics, sentiment analysis, and other AI-based innovative techniques, the platform empowers local 

authorities and policy makers to make well-informed decisions. The platform harnesses the power of 

data analytics to provide actionable insights derived from extensive datasets. These insights enable 

policy makers to understand trends, identify areas of improvement, and make informed policy 

decisions. Moreover, by conducting sentiment analysis on social media platforms, the platform can 

measure public perceptions and sentiments towards various aspects of tourism and CH. This valuable 

information aids in crafting policies that resonate positively with the community.  

In addition, the platform aims to initiate a crucial process known as technological transfer within the 

domains of tourism and CH. In this context, technological transfer serves as a catalyst for innovation 

and progress within the tourism and CH sectors in Sardinia. It involves the dissemination and 

application of cutting-edge technologies, best practices, and know-how from research and 

development to practical implementation at the local level. To facilitate successful technological 

transfer, a dedicated training module will be integrated into the platform. This segment is designed to 
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equip stakeholders, including tourism operators, cultural institutions, and local communities, with the 

knowledge and skills needed to effectively leverage new technologies in their respective domains. 

 

1.1 Structure of the document 
The document is structured as follows. In Chapter 2, it outlines the fundamental design principles that 

will guide the development of the multidimensional platform. It covers user-centred design, 

scalability, flexibility, interoperability, security, privacy, accessibility, inclusivity, and the importance 

of continuous improvement and innovation. Additionally, it describes the main phases of the V-Cycle 

Development Model, a structured approach that functions as the architectural framework governing 

the platform's progression from its conceptual inception to its ultimate deployment. 

Chapter 3 is dedicated to the Multidimensional Platform Design. It highlights key technological 

features of each module such as Tourism, Cultural Heritage, Training and Communication and 

Dissemination. Each module is discussed in detail, outlining main functionalities, design 

considerations, and required technologies. Furthermore, technical specifications of the hardware are 

provided in a dedicated section, where we describe the necessary hardware components required for 

the successful implementation of the platform. 

In Chapter 4, the document also addresses Risk Management, focusing on risk identification, 

assessment, mitigation strategies, and contingency planning. This section ensures that potential 

challenges and uncertainties are acknowledged, and strategies are in place to navigate them 

effectively. 

Lastly, the document concludes in Chapter 5 summarizing key points of the Multidimensional 

Platform Design in the broader context of the project and presenting the next steps.  
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2 DESIGN PRINCIPLES AND DEVELOPMENT CYCLE 

2.1 Introduction 

 

In the rapidly evolving landscape of technological advancement, the development of the 

multidimensional technology platform emerges as a critical undertaking. This platform assumes the 

relevant role of serving as the central repository for methodical data aggregation from the Spoke 2, 

thereby enabling a process of continuous and comprehensive monitoring, data analysis, risk analysis, 

and the potential implementation of corrective measures and refinements. 

To actualize this ambitious objective, it is imperative to establish a well-defined set of design 

principles and implement a robust development cycle. These foundational elements are not mere 

details; they represent the very bedrock upon which the success and efficacy of our platform hinge. 

In this Chapter, we outline the fundamental design principles that will guide the development of the 

multidimensional platform. These principles serve as a foundation to ensure that the platform is 

robust, user-friendly, and capable of adeptly addresses current requisites but also retains the flexibility 

and responsiveness essential for meeting the dynamic demands of our user base. Also, this Chapter 

offers a comprehensive exploration of the V cycle development model. This meticulously structured 

methodology functions as the architectural framework governing the platform's progression from its 

conceptual inception to its ultimate deployment. The model serves as a guiding compass, 

orchestrating each phase of development and testing in a synchronized manner, ensuring a rigorous 

examination and refinement of every facet of the platform's functionality. 

Through a seamless integration of these design principles and the relevantly planned V cycle 

development model, our endeavour is to forge a platform that transcends conventional technological 

integration. We intend to provide our targeted community not merely with an instrument of 

exceptional efficiency, but rather with a transformative resource that empowers them with a level of 

insight, adaptability, and operational prowess that establishes new benchmarks in the realm of 

technological innovation. This structured approach not only ensures the platform's immediate 

effectiveness but also lays the foundation for its enduring success in the ever-evolving landscape of 

technology. 
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2.2 Design Principles 

In this Section, we present the foundational design principles that will guide the development of our 

multidimensional platform. These principles are strategically formulated to define the architecture in 

a manner that prioritizes openness and modularity. Our strategic approach ensures that all 

stakeholders have the capability to utilize specific functional components of the system's architecture 

as per their specific requests. Furthermore, our architectural framework is engineered to adhere to 

established industry standards and embraces generic, standardized solutions, be they open source or 

commercial technologies, wherever feasible. This deliberate choice is aimed at cultivating a system 

structure that operates independently at the highest attainable level. To uphold these commitments, a 

series of key principles are introduced. These principles are instrumental in informing the imminent 

architectural design, with a particular emphasis on achieving cost-effectiveness and minimizing 

maintenance requirements. Moreover, they lay the foundation for implementing quality 

characteristics such as extensibility and modularity, ensuring that our platform not only meets 

immediate needs but is poised for seamless adaptation and evolution in response to future demands. 

 

2.2.1 User-Centred Design 

At the very core of our development methodology lies an unwavering commitment to a User-Centred 

Design, (UCD) (Abras, 2004). This approach originated in Donald Norman’s research laboratory at 

the University of California San Diego in the 1980s and became widely used since it currently stands 

as a cornerstone in modern system development, revolutionizing the way we approach the creation 

of software, applications, and platforms (Norman, 1983). Born out of a growing awareness of the 

central role users play in the success of any technological endeavour, UCD places the end-user at the 

forefront of the development process. 

Historically, software development often operated under a technology-driven paradigm, where 

engineers and developers primarily focused on the technical aspects of a system. While functionality 

was a priority, the user's experience was frequently relegated to a secondary consideration. This 

approach often resulted in systems that, while technically proficient, struggled to gain traction or 

widespread adoption. In this context, UCD emerged as a response to these limitations. It recognized 

that the most effective systems are those that align seamlessly with the needs, preferences, and 

behaviours of their intended users. By placing the user at the centre of the design process, UCD 
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encourages developers to view technology through a human lens, thereby optimizing the user 

experience. 

We recognize that the true measure of success for our multidimensional platform hinges on its ability 

to seamlessly integrate into the targeted user community. To achieve this, we embark on a 

comprehensive exploration of the reference community. These meticulously crafted representations 

of our target audience encapsulate a mosaic of characteristics, preferences, and behavioural 

intricacies. Through difference in-depth techniques – as reported in Table 8 - we intend to gather 

relevant data on demographics, motivations, expectations, and usage patterns.  

 
Table 8 - Involving users in the early phases of design process. 

Technique  Purpose Stage of the development process 

Interviews and 
questionnaires 

Collecting general data related to the needs 
and expectations of users; first evaluation of 
design alternatives 

At the beginning of the design project 

Sequence of work 
interviews and 
questionnaires 

Collecting more specific data related to the 
sequence of work to be performed with the 
platform 

Early and mid-phase in the design 
project 

Focus groups Include a wide range of stakeholders to 
discuss issues and requirements 

Early and mid-phase in the design 
project 

 

This wealth of information empowers not only to empathize with the targeted users but also to 

anticipate their needs before they are explicitly expressed. It forms the bedrock upon which our design 

decisions are made, ensuring that every facet of the platform is finely tuned to cater to the specific 

requirements of our user base. As we progress, we embark on an iterative design process, where 

prototypes are meticulously crafted, refined, and rigorously tested. Each iteration is a stride towards 

a solution that resonates profoundly with our users. This process is not viewed as a linear progression, 

but as a dynamic, evolving dialogue with our user community. 

In addition, we hold accessibility and inclusivity as paramount values. Our aim is to create an 

environment where every user, regardless of ability, can interact with the platform effortlessly. This 

commitment is reflected in our adherence to accessibility best practices and compliance with 

standards. 
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2.2.2 Scalability and Flexibility 

In the dynamic landscape of technology, the ability of a system to adapt and grow in tandem with 

evolving demands is crucial. This principle underscores the imperative for our multidimensional 

platform to possess both scalability and flexibility as core design tenets. 

In particular, the concept of scalability encapsulates the platform's capacity to handle increasing 

workloads and growing user bases without sacrificing performance or responsiveness. It is akin to 

ensuring that our multidimensional platform not only caters to the present needs of our users but also 

lays a robust foundation for potential future expansion of features and users.  

At the core of our approach to scalability is a modular and distributed architecture. By breaking down 

the platform into distinct, independent components, we create a framework that can be scaled 

horizontally, allowing for the addition of resources as demand escalates. This design strategy ensures 

that our platform remains agile and capable of accommodating higher volumes of data, users, and 

services. Furthermore, we are evaluating to employ cloud-based technologies and virtualization 

techniques that enable us to dynamically allocate resources in response to fluctuations in demand. 

This elasticity allows us to optimize resource utilization, ensuring that the platform can seamlessly 

adapt to periods of high usage without compromising performance. 

The concept of flexibility complements scalability by enabling the platform to readily embrace new 

features, technologies, and integrations. It signifies our commitment to creating a platform that 

remains relevant and adaptable in the face of evolving technological landscapes and shifting user 

requirements. To achieve flexibility, we implement a modular design philosophy that separates core 

functionalities from specific features. This modular structure allows for the seamless addition, 

modification, or removal of features without causing disruptions to the underlying architecture. 

Additionally, we prioritize the use of open standards and APIs (Application Programming Interfaces), 

facilitating easy integration with external systems and services.  

By adhering to the principles of scalability and flexibility, we not only build a platform that meets the 

present needs of our users but also lays the groundwork for its continued growth and evolution. This 

forward-thinking approach positions our platform as a dynamic and enduring solution that can adapt 

to the ever-changing landscape of technology and user expectations. 
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2.2.3 Interoperability and Integration 

Interoperability and integration form the backbone of our multidimensional platform's ability to 

seamlessly interact with external systems, ensuring a cohesive and comprehensive user experience. 

This principle acknowledges that in today's interconnected digital ecosystem, a platform's 

effectiveness often hinges on its ability to collaborate with other technologies and services. 

The concept of interoperability refers to the capacity of the platform to communicate, exchange data, 

and operate in conjunction with other systems, regardless of their underlying technologies or 

protocols. This principle is devoted to ensuring that the platform uses a universal language, allowing 

it to engage in meaningful dialogue with a wide array of external services. 

To achieve this, we prioritize adherence to established and widely recognized industry data 

interchange formats such as JSON (JavaScript Object Notation) and XML (eXtensible Markup 

Language), as well as communication protocols like HTTP/HTTPS, WebSocket, and MQTT. These 

standardized interfaces foster smooth interoperability, allowing the multidimensional platform to 

participate in a heterogeneous ecosystem of software and hardware components. By embracing open 

standards, we avoid proprietary lock-ins, enabling our platform to connect with a vast ecosystem of 

tools and services. Furthermore, we intend to implement robust API strategies, such as REST 

(Representational State Transfer) and GraphQL. APIs act as bridges, enabling different software 

applications to communicate and share data.  

Integration involves the seamless merging of the platform with external systems and services, creating 

a unified and cohesive experience for the user. This principle ensures that our platform complements 

and augments existing workflows and technologies, rather than necessitating a complete overhaul. 

We approach integration with a comprehensive mindset, considering a diverse array of use cases. 

Whether it is connecting with third-party applications, data sources, or hardware components, our 

platform will be architected to accommodate a wide range of integration scenarios. This includes 

support for popular integration patterns such as point-to-point, hub-and-spoke, and event-driven 

architectures. Moreover, we prioritize a modular design philosophy, which facilitates the pluggability 

of components. This means that integrating new features or technologies can be achieved with 

minimal disruption to the existing system. It also allows for selective integration, ensuring that our 

platform remains adaptable to diverse user requirements. 

Through prioritizing interoperability and seamless integration, we establish our platform as a central 

collaborative entity within the broader technological landscape. This strategy not only enhances the 
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user experience but also confers upon our platform the status of an indispensable component in the 

digital workflows and processes of our users. Consequently, by facilitating smooth interaction with 

external systems, we assure the continued relevance, adaptability, and indispensability of our platform 

in the swiftly evolving realm of technology. 

 

2.2.4 Security and Privacy 

The paramount concern in the development of the multidimensional technology platform is the 

assurance of robust security measures and uncompromising privacy protections. The platform will be 

organized into multiple logical layers to facilitate maintenance, horizontal scalability, and the 

application of certain security principles. In this Section we outline the main security and privacy 

principles that will govern the architecture and implementation of the platform, ensuring the highest 

level of data integrity and user confidentiality.  

Encryption and Data Protection. Data security is fortified through the implementation of advanced 

encryption mechanisms. This entails the use of cutting-edge cryptographic protocols that have been 

widely adopted as industry standards. When data is in transit, en route between various components 

of the system, it is subjected to stringent security measures. Transport Layer Security (TLS) protocols, 

which have a long-established track record of safeguarding data during transmission, will be 

rigorously applied. This ensures that any communication between system components is conducted 

within a secure and encrypted channel, impervious to interception or tampering attempts. 

Furthermore, when data is at rest, residing in storage repositories, an equally robust set of security 

measures is implemented. The chosen method of safeguarding data at rest involves the application of 

the Advanced Encryption Standard (AES) algorithms (Heron, 2009) – see Figure 1. These algorithms 

are recognized for their exceptional strength and reliability in encryption tasks. They render the stored 

data indecipherable to any unauthorized entities, thereby providing an additional layer of protection 

against potential breaches. AES employs a fixed block size of 128 bits and accommodates key sizes 

of 128, 192, and 256 bits.  
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Figure 1 – Representation of AES algorithm. 

 
It functions as a block cipher, meaning it encrypts data in uniform blocks of 128 bits, in contrast to 

stream ciphers that encrypt data bit by bit or byte by byte. AES employs a sequence of mathematical 

operations, including substitution, permutation, and modular arithmetic, for the encryption and 

decryption of data. The level of security provided by the algorithm is determined by the chosen key 

size and the number of encryption rounds. Larger key sizes and an increased number of rounds 

enhance the security of the encryption. For instance, AES256 offers greater security compared to 

AES128 due to its utilization of a larger key size and a higher number of rounds. One of the key 

advantages of AES is its widespread acceptance and standardization within the cryptographic 

community. It has undergone rigorous scrutiny and testing, affirming its robustness. Additionally, 

AES is known for its efficiency, making it well-suited for encrypting large volumes of data. It also 

enjoys extensive support across a diverse range of hardware and software, simplifying its integration 

into various applications. 

Access Controls and Authentication. Access to the platform's functionalities will be meticulously 

controlled and regulated. They ensure that only authorized entities have the privilege to interact with 

the platform and its resources. This involves a multi-faceted approach that encompasses several 

critical components (Ali, 2016), as reported in Table 9:  

 
Table 9 - Security measures: Access Controls and Authentication. 

Security Component  Description 

Role-Based Access Control (RBAC) The implementation of RBAC is important in governing user 
privileges within the platform. Under this model, access 
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permissions are allocated based on predefined roles, ensuring that 
each user is granted the appropriate level of access commensurate 
with their responsibilities. This not only simplifies the 
administration of access rights but also bolsters security by limiting 
unauthorized interactions with sensitive data and functionalities. 

Attribute-Based Access Control 
(ABAC) 

Complementing RBAC, Attribute-Based Access Control provides 
a more granular level of control by considering various attributes 
about the user, the resource, and the context of the request. This 
dynamic approach allows for more nuanced access decisions, 
facilitating fine-grained control over who can access what resources 
under specific circumstances. 

Multi-Factor Authentication (MFA) 

MFA constitutes an indispensable layer of defence in the 
authentication process. It mandates the use of multiple independent 
authentication factors to verify the identity of a user. This typically 
involves a combination of something the user knows (like a 
password), something the user possesses (like a hardware token or 
mobile device), and something inherent to the user (like biometric 
data). By requiring multiple forms of authentication, MFA 
significantly heightens the barrier to unauthorized access. 

Single Sign-On (SSO) 

SSO is employed to streamline user authentication across multiple 
applications or services. Through SSO, a user can log in once and 
gain access to multiple resources without the need for separate 
credentials for each. This not only enhances user convenience but 
also allows for centralized authentication policies and the 
enforcement of consistent security measures. 

Access Audit Trails (AAT) 
 

AAT play a crucial role in ensuring transparency and 
accountability. They provide a detailed record of all access 
attempts, including successful and unsuccessful ones. These logs 
are instrumental in post-incident analysis, enabling the 
identification of suspicious activities and facilitating the 
implementation of corrective measures. 

 
Secure Coding Practices. The development process will adhere to secure coding practices to 

mitigate potential vulnerabilities. Stringent coding standards, such as those outlined in the Open Web 

Application Security Project (OWASP) guidelines, will be followed. This includes input validation, 

output encoding, and parameterized queries to prevent common security threats like SQL injection 

and cross-site scripting (XSS). Concerning the input validation, it rigorously scrutinizes all user inputs 

to verify their conformity to expected formats and ranges. By implementing stringent input validation 

mechanisms, we effectively thwart attempts to exploit vulnerabilities through malicious input 

injections. Output encoding constitutes an essential layer of defence against XSS attacks. This 
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practice involves the transformation of potentially hazardous characters in user-generated content into 

a format that is benign and harmless. By meticulously encoding output, we ensure that any attempt 

to inject malicious scripts is met with futility. To counter the pervasive threat of SQL injection attacks, 

our coding practices prioritize the use of parameterized queries. This technique involves the 

separation of user inputs from SQL statements, rendering them immune to manipulation. By 

employing parameterized queries, we eliminate the possibility of unauthorized database queries or 

the execution of malicious commands. 

Regular Security Audits and Penetration Testing. To proactively identify and rectify potential 

security vulnerabilities, regular security audits and penetration testing will be conducted. This 

comprehensive evaluation process, including automated scanning tools and manual assessments, will 

be carried out at defined intervals to ensure that the platform's security posture remains robust and 

resilient against emerging threats. Through these diligent practices, we instil confidence in the 

platform's security, ensuring that it not only meets current industry standards but exceeds them, 

providing a secure environment for our users and their sensitive data. 

Data Privacy Compliance. Compliance with data protection regulations and privacy standards is an 

important aspect. The platform will strictly adhere to relevant legislations such as the General Data 

Protection Regulation (GDPR) and the Health Insurance Portability and Accountability Act (HIPAA), 

as applicable (Truong, 2021). This includes mechanisms for data anonymization, which is a critical 

practice that we rigorously employ to safeguard the privacy of individuals. Through carefully 

designed processes, personally identifiable information (PII) is systematically transformed to a state 

where it can no longer be linked to specific individuals. This proactive measure ensures that sensitive 

information remains protected, even in the event of unforeseen circumstances. 

 

2.2.5 Accessibility and Inclusivity 

Ensuring that the platform is accessible to all users, regardless of their abilities or disabilities, is a 

foundational principle that guides our design and development process. We intend to adhere to 

accessibility standards, including conformance with the Web Content Accessibility Guidelines 

(WCAG) (Panda, 2023), which provides a comprehensive set of guidelines for creating accessible 

web content. In particular, WCAG is based on four design principles, otherwise known as POUR, as 

illustrated in Figure 2. 
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Figure 2 - Web Content Accessibility Guidelines. 

By following these standards, we ensure that the platform's interface, content, and functionalities are 

designed to be perceivable, operable, and understandable by all users, regardless of their abilities. 

 

2.2.6 Continuous Improvement and Innovation 
A commitment to continuous enhancement will drive the platform's evolution. Regular assessments, 

updates, and the incorporation of emerging technologies will keep the platform at the forefront of 

service delivery. These evaluations are conducted at regular intervals, allowing us to identify areas 

for enhancement and fine-tuning. This iterative process ensures that the platform remains aligned 

with the evolving needs and expectations of our user community. 

Moreover, we actively seek insights and feedback from our targeted user community, valuing their 

perspectives as catalysts for innovation. By understanding their evolving needs and preferences, we 

can develop and refine features that truly resonate with our users, delivering a platform that is tailored 

to their unique requirements.  

By embodying these principles of continuous improvement and innovation, we establish a dynamic 

foundation for the platform's evolution. This commitment goes beyond routine updates; it represents 

a culture of perpetual advancement, ensuring that the platform remains at the vanguard of service 

delivery, providing a satisfactory experience to users. 
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2.3 The V Cycle Development Model 

In our pursuit of a methodical and comprehensive development process, we have chosen to adopt the 

V cycle model, also known as the Verification and Validation model, which is so named because of 

its visual representation that resembles the letter "V". This robust framework provides a structured 

approach that not only guides the development stages but also intricately aligns them with their 

corresponding testing phases. The V cycle model, often recognized as the verification and validation 

model, offers a dynamic interplay between development and quality assurance, ensuring a holistic 

and well-rounded approach to system creation. At its core, the V cycle model embodies a clear and 

deliberate sequence of steps, akin to the limbs of a V, wherein the left-hand side represents the 

development phases, and the right-hand side symbolizes the corresponding testing phases. This visual 

metaphor underscores the integral relationship between the two facets of the process. As we progress 

through each development stage, there exists a parallel testing phase that corroborates the 

functionality and integrity of the evolving system. In Figure 3 is represented a graphical representation 

of the V-model diagram. The vertical axis delineates the level of abstraction of each phase within the 

software development life cycle in relation to the ultimate software product. At the apex of the V, we 

find requirements analysis, while coding/implementation occupies the lowermost position. On the 

other hand, the horizontal axis corresponds to the project's timeline, positioning requirements analysis 

as the phase that is furthest from the realized software. The horizontal and vertical axes thus 

symbolize either the progression of time or the advancement in project completeness, from left to 

right. Simultaneously, they signify the level of abstraction, with the broadest-grain abstraction 

situated at the highest point. 
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Figure 3 - V-Cycle Model Diagram Representation.  

This model not only emphasizes the importance of early-stage planning and requirements analysis 

but also places significant weight on the validation and verification steps. By doing so, it engenders 

a proactive and systematic approach to identifying and rectifying potential discrepancies or deviations 

from specified requirements. Furthermore, the V cycle model promotes a robust feedback loop 

between development and testing, facilitating a continuous process of refinement and optimization. 

It ensures that the system's functionality is not only consistent with the envisioned objectives but also 

attains the highest degree of reliability and quality.  

In the subsequent sections, we will explore the distinct phases of the V cycle model, outlining the 

purpose and activities entailed at each juncture. By adhering to this structured approach, we aim to 

streamline our development process as well as to deliver a final product that not only meets the 

expectations and requirements of our stakeholders. 

 

2.3.1 Requirements Analysis 

This initial phase serves as the foundational step in the V cycle model. During this stage, the project 

team meticulously gathers and defines the requirements and specifications for the system or software 

being developed. This process involves close collaboration with stakeholders, end-users, and subject 



 

Pag. 30 

 

matter experts to ascertain the exact needs, functionalities, and constraints of the system. 

Requirements play a crucial role in delineating the architectural concept and effectively represent the 

needs and requests of stakeholders. System requirements can be broadly categorized into three 

fundamental types: functional requirements, non-functional requirements, and system use cases. 

Functional requirements delineate the features of the system's components, including their 

interoperability, interconnection specifications, and other relevant characteristics. Non-functional 

requirements serve as benchmarks for evaluating the quality attributes of the system. 

Key activities within the V1 phase include: 

Requirement Elicitation: Interactions with stakeholders to identify and document their specific 

needs and expectations. This can involve interviews, surveys, workshops, and discussions to gain a 

comprehensive understanding of the project's scope. 

Requirement Documentation: The creation of detailed requirement documents that clearly outline 

functional and non-functional requirements. This documentation serves as the blueprint for the entire 

development process. A template of these requirements is structured according to our methodology 

and is shown below in Table 10.  
Table 10 – Requirement Documentation Format. 

Requirement Fields  Requirement Fields Description 
ID  Unique ID 
Description A one sentence statement of the intention of the requirement 
Rationale A justification of the requirement 
Originator The stakeholder or person who raised this requirement 

Fit Criterion 
A measurement of the requirement such that it is possible to test if the 
solution matches the original requirement 

Priority A rating of the customer value (Must Have, Should Have, Could Have) 
 
Requirements Validation: A critical aspect of this phase involves reviewing and validating the 

gathered requirements. This includes ensuring that they are complete, consistent, and feasible. Any 

ambiguities or conflicts are addressed and resolved. 

Requirements Prioritization: Assigning priorities to requirements to help in case of any trade-offs 

during development. This allows for the focus on essential features and functionalities in case of time 

or resource constraints. 
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Requirements Traceability: Establishing traceability to link requirements to later phases of 

development and corresponding testing phases. This ensures that each requirement can be verified 

and validated. 

The Requirements Analysis phase culminates in a clear and well-documented set of requirements that 

serve as the foundation for subsequent phases in the V cycle. The accuracy and comprehensiveness 

of this phase are crucial as any discrepancies or omissions in the requirements can have cascading 

effects on the entire development process. 

 

2.3.2 System Design and Subsystem Development 
In this phase, the high-level design architecture of the platform is formulated based on the gathered 

requirements. It includes architectural decisions, data models, and interface designs. The System 

Design stands as a core juncture, acting as a vital bridge between the initial requirements gathering 

and the subsequent implementation stage. During this phase, the primary objective is to transmute the 

broad-strokes requirements into a meticulously crafted blueprint.  

At the core of the System Design phase is the formulation of the high-level design architecture. This 

involves making crucial decisions regarding the system's structural framework. Architects and 

engineers deliberate on key aspects such as system components, their interactions, and the overall 

flow of information within the platform. This architectural blueprint sets the stage for the subsequent 

phases, providing a structured framework upon which the platform will be built. 

Another critical facet of this phase involves the definition of data models. This encompasses the 

conceptualization and organization of data structures that will underpin the platform's operations. We 

focus into considerations such as data users, data storage, retrieval mechanisms, and the relationships 

between different data entities. By carefully crafting robust data models, the platform is equipped to 

handle information in an efficient, organized, and scalable manner. In Figure 4 is represented an 

example of UML class diagram used in our multidimensional platform. It represents entities like User, 

Role, Permission, Dimension, Metric, and their relationships. It also includes fields and associations 
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between them. This representation helps visualize the sequential steps involved in defining data 

models and how they contribute to equipping the platform for efficient data handling. 

 

 
Figure 4 - Example of UML Diagram for representing data model. 

 

In parallel, User Interface Design is meticulously developed. This entails the creation of user-friendly 

and intuitive interfaces that will serve as the gateway for user interaction with the platform. User 

experience (UX) and user interface (UI) processes work collaboratively to ensure that the interface 

meets functional requirements and provides a seamless and engaging experience for users. 

Accessibility, usability, and aesthetics are all integral elements of this design process. In the context 

of this phase related to the development of the multidimensional platform, we are currently evaluating 

different UI styles (user interface mock-ups of the multidimensional platform) that will be presented 

to our stakeholders. This collaborative effort will ensure that the chosen interface design aligns 

seamlessly with the needs and preferences of our user base. This iterative approach ensures that the 

final interface design will not only be aesthetically pleasing but also highly intuitive and user-friendly. 

The input and perspectives of the stakeholders are invaluable in refining the UX, and we foster their 

active participation in this crucial phase of development.  

The System Design phase is of paramount importance as it lays the architectural foundation for the 

platform's development. By making informed decisions about the system's architecture, data models, 

and interfaces, the development team sets a clear direction for subsequent implementation efforts. 

This phase serves as a guide, ensuring that every subsequent line of code and design decision aligns 

harmoniously with the overarching architectural vision.  

In the Subsystem Development phase, individual components, and functionalities – which 

collectively constitute the system – are meticulously crafted and refined. This phase represents the 

transformation of conceptual designs and architectural blueprints into tangible, functional elements. 
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This involves writing code, configuring settings, and integrating various elements to form cohesive 

subsystems. Each subsystem undergoes a series of rigorous tests to ascertain its adherence to specified 

requirements. These tests encompass a comprehensive examination of functionalities, performance, 

and interactions within the subsystem. By subjecting each component to thorough scrutiny, we ensure 

that it not only meets its designated purpose but also integrates seamlessly with the broader system. 

The Subsystem Development phase is instrumental in the realization of the platform’s functional 

capabilities. It represents the culmination of careful planning, design, and architectural decisions, 

transforming them into tangible components. This phase also serves as a critical checkpoint, where 

each subsystem's performance and compliance with requirements are validated. 

 

2.3.3 Coding/Implementation 

The implementation phase of our multidimensional platform is a central stage in the development 

lifecycle, where the conceptualized design and architectural blueprints transition into an executable, 

functional system. This phase is characterized by a meticulous and systematic approach, aimed at 

ensuring precision, efficiency, and adherence to the specified requirements. 

The implementation process involves the use of a range of programming paradigms and languages, 

tailored to the specific demands of the project. This encompasses both high-level and low-level 

programming languages, selected based on their suitability for distinct components and 

functionalities within the platform. Moreover, the choice of programming language is informed by 

considerations of performance, scalability, and maintainability. The platform is designed as a 

composite system, comprising various subsystems, each tasked with distinct functionalities. These 

subsystems are meticulously integrated to operate harmoniously as a unified entity. This phase 

requires a comprehensive understanding of system architecture, data flow, and inter-component 

interactions.  

An essential aspect of the implementation process lies in the establishment of robust configuration 

management practices. This entails the systematic tracking and management of different versions of 

software components. By adopting version control systems, we ensure that the correct iterations of 

components are incorporated into the final integrated platform. In conformity with industry best 

practices, our development environment distinguishes between the host system, where the software 

is created, and the target system, where it is ultimately executed. This demarcation is crucial in 

mimicking real-world operational scenarios, allowing for rigorous testing and validation. 
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Throughout the implementation phase, a stringent regimen of quality assurance and testing protocols 

is applied. This encompasses various levels of testing, including unit testing to verify individual 

components, integration testing to validate the interaction between subsystems, and system testing to 

assess the platform's overall functionality. 

Performance optimization is an ongoing focus throughout the implementation process. This involves 

the fine-tuning of algorithms, data structures, and system configurations to ensure optimal 

responsiveness and efficiency under varying loads and usage scenarios. 

In conclusion, the implementation of our multidimensional platform is a meticulous endeavour that 

demands a synthesis of technical expertise, systematic methodology, and an acute attention to detail. 

Through this phase, we aim to actualize the multidimensional platform's design vision, ensuring it 

manifests as a robust, functional, and scalable solution that addresses the dynamic needs of our 

targeted user community. 

 

2.3.4 Validation 

System validation, or verification and validation (V&V) in a broader sense, serves the purpose of 

demonstrating that a system aligns with its specified requirements and meets the expectations of its 

intended users. The primary technique for validation is program testing, where the system undergoes 

execution using simulated test data. Additionally, validation may encompass processes like 

inspections and reviews at various stages, from user requirements definition to program development. 

Given the prominence of testing, a significant portion of validation costs are incurred during and post 

implementation. It is crucial not to test systems as monolithic units, especially for larger programs. 

This iterative process involves debugging and potentially repeating stages as defects are uncovered. 

The stages in the testing process are as follows: 

Development Testing. This phase involves testing the components that constitute the system, 

performed by the development team. Each component is evaluated independently, without the 

presence of other system components. These components could be discrete entities such as functions 

or object classes, or they could be cohesive groupings of these entities. Test automation tools, such 

as JUnit, are frequently employed to rerun component tests when new versions of the component are 

generated. 

System Testing. This stage entails integrating system components to form a complete system. It is 

focused on identifying errors resulting from unforeseen interactions between components and issues 
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related to component interfaces. System testing also verifies that the system adheres to both its 

functional and non-functional requirements, while examining emergent system properties. For 

extensive systems, this process may involve multi-stage integration, where components are first 

integrated into subsystems for individual testing before the subsystems are integrated into the final 

system. 

Acceptance Testing. This marks the final testing phase before the system is accepted for operational 

use. The system is tested using real data, not simulated test data. Acceptance testing may bring to 

light errors and omissions in the system requirements definition, as real data exercises the system 

differently from test data. Additionally, it may reveal requirements issues where the system's 

capabilities do not align with the user's needs or where the system's performance is unsatisfactory. 

 

The component development and testing processes typically run concurrently. Programmers generate 

their own test data and iteratively test the code as it is developed, which is an economically sensible 

approach. In an incremental development approach, each increment should be tested as it is 

developed, with tests derived from the requirements specific to that increment. In extreme 

programming, tests are created alongside the requirements before development commences, 

promoting a mutual understanding of requirements and preventing delays in test case creation. 

Figure 5 demonstrates the central role of test plans in connecting testing and development endeavours. 

This configuration is referred to as the V-cycle model of development, as visualized by the V shape 

when tilted on its side. 

 
Figure 5 - Testing phases in a plan-driven software process. 
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2.3.5 Deployment 
Once validated, the platform is deployed to the production environment. This phase marks the 

culmination of the development journey, transitioning the multidimensional platform from a 

controlled development environment to a live operational setting. It involves meticulous planning, 

coordination, and execution to ensure a seamless integration into the target environment. 

In fact, before deployment, it is imperative to set up the target environment to align with the platform's 

system requirements. This encompasses provisioning servers, configuring databases, and ensuring 

network connectivity. Additionally, it involves establishing a robust backup and recovery strategy to 

safeguard against unforeseen contingencies. 

The platform components, including software modules, databases, and associated services, are 

systematically installed, and configured within the target environment. This process demands 

meticulous attention to detail to guarantee compatibility, optimal performance, and secure operation. 

A comprehensive round of integration testing is conducted post-installation to confirm that all 

components seamlessly interact and function as a cohesive unit. This stage is vital for identifying any 

integration discrepancies that may have emerged during the deployment process. 

Existing data will need to be migrated to the new platform. This process demands careful 

consideration of data formats, structures, and integrity to ensure a smooth transition without loss or 

corruption of critical information. 

We should take into consideration several security measures during this phase, including access 

controls, encryption protocols, and firewalls, that are fine-tuned to fortify the platform against 

potential threats. This step is crucial to uphold data confidentiality and system integrity. 

In conclusion, the deployment phase provides an opportunity to fine-tune the platform for optimal 

performance. This may involve configuring caching mechanisms, load balancing, and other 

performance-enhancing techniques. 

 

2.3.6 Maintenance and Monitoring 

After the successful deployment of the multidimensional platform, it transitions into the crucial 

maintenance phase. This phase is characterized by regular monitoring, updates, and bug fixes to 

guarantee optimal performance and responsiveness to the evolving needs of users. 
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Continuous monitoring of the platform's performance, resource utilization, and user interactions is 

fundamental in identifying potential issues or areas for improvement. This entails employing 

monitoring tools and establishing alerts to promptly address any anomalies. As users engage with the 

platform, it is inevitable that issues and bugs may arise. A systematic process for identifying, 

prioritizing, and resolving these issues is established to ensure a seamless user experience. 

Moreover, in the rapidly evolving landscape of cybersecurity threats, it is important to stay vigilant 

and proactive. Regular security updates and patches are applied to fortify the platform against 

emerging vulnerabilities. 

The continuous evaluation of the platform's performance metrics enables targeted optimization 

efforts. This may involve fine-tuning algorithms, adjusting resource allocations, or implementing 

caching strategies. An important aspect of this phase is related to the user feedback, which is a 

valuable resource for understanding how the platform is utilized and where enhancements can be 

made. An iterative feedback loop is established to gather, analyse, and integrate user suggestions and 

requirements. 

In conclusion, the post-deployment and maintenance phase is critical for sustaining the platform's 

operational excellence. By proactively addressing issues, enhancing performance, and incorporating 

user feedback, the platform remains adaptive and aligned with user expectations. This phase ensures 

that the platform continues to deliver value and effectively supports the needs of its user base. 
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3 MULTIDIMENSIONAL PLATFORM DESIGN 

3.1 Introduction 

Within the Tourism and Cultural Heritage Spoke, one of the main objectives is to craft an innovative, 

multidimensional platform that will serve as a dynamic hub for a multitude of essential features. This 

platform will incorporate advanced simulation and analysis capabilities, along with robust tools for 

the effective management and governance of territories dedicated to tourism and cultural 

preservation. This expansive platform will be structured around four central modules: 

Tourism. This module is engineered to be the nerve centre for the tourism domain in Sardinia. It 

encompasses a suite of features including sophisticated data analytics on several kind of data, e.g., 

arrivals and departures in the Sardinia. Additionally, it boasts the capability for sentiment analysis 

on social media platforms, allowing for a comprehensive understanding of visitor sentiment and 

preferences. Crucially, it empowers destination managers with powerful tools to enhance the 

overall visitor experience. The primary beneficiaries of this module are tourism operators and 

policy makers, who will leverage its insights to make informed decisions regarding policies, 

promotions, and resource allocation. 

Cultural Heritage. Designed to function akin to a semantic digital repository of Sardinia's rich 

cultural assets, this module stands as a testament to our commitment to preserving and celebrating 

the region's heritage. This module will serve as a comprehensive archive, cataloguing a diverse 

array of tangible and intangible cultural treasures. This module will provide accessibility to these 

cultural assets, ensuring they are not only preserved but also promoted and disseminate to a wide 

audience. 

Communication and Dissemination. Recognizing the importance of seamless interaction and 

information exchange, this module is specifically tailored to facilitate dialogue among 

stakeholders and public in the tourism and cultural heritage sectors. By encouraging open 

communication channels, this module will foster synergy among tourism operators, cultural 

institutions, and local communities.  

Training. The training module will play a crucial role in providing technology transfer within the 

tourism and cultural heritage sectors. This will include e-learning courses, webinars, and a curated 

library of training materials. By empowering individuals with the requisite knowledge and skills, 

we aim to elevate the standards of excellence within these sectors. 
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Figure 6 - Architecture of the multidimensional platform. 

Each module of the multidimensional platform is designed to be a standalone resource, ensuring that 

users can access specialized tools tailored to their specific needs. However, the true power of this 

platform lies in its ability to seamlessly integrate data and insights from multiple modules, enabling 

comprehensive analyses that offer a holistic perspective. In particular, the platform will function as a 

robust DSS for policy makers, providing them with invaluable insights and recommendations to 

inform strategic decisions.  
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In Figure 6, is represented the general platform architecture. The platform is designed to offer 

interaction between users and its various modules through an intuitive Platform Access UI. At the 

core of the platform lies the Software Layer, which is responsible for orchestrating the functionalities 

and capabilities of four distinct modules: Tourism, Cultural Heritage, Training, and Communication. 

Each module features its dedicated UI tailored to meet specific user needs. The Network Cluster acts 

as the bridge connecting the Software Layer with the underlying hardware resources, ensuring 

seamless operation and efficient utilization of computational resources. This cluster consists of 

essential components including NAS Storage System, CPU nodes, GPU nodes, Login nodes.  

In the following sections, we will describe both technical and implementation details of each specific 

module within the platform. This comprehensive exploration will provide a deeper understanding of 

the functionalities, technologies, and components that power the Tourism, Cultural Heritage, 

Training, and Communication modules. By dissecting each module, we aim to offer a detailed insight 

into how they operate, interact, and contribute to the seamless functioning of the platform as a whole. 

 

3.2 Tourism 

The Tourism Module aims to provide comprehensive capabilities for data gathering, analysis, and 

reporting to enhance the understanding and management of tourism in Sardinia. It will enable 

stakeholders to assess satisfaction, seasonality, digital traces volume, the most popular industry types, 

and more. The main objectives of a module related to tourism can be summarized as follows: 

• Enhance Customer Engagement and Satisfaction: A crucial objective of this module is to 

enhance customer engagement and satisfaction by providing real-time sentiment analysis and 

trend analysis. By continuously monitoring and analysing customer sentiment and identifying 

emerging trends, the module will help tourism and cultural heritage SMEs in Sardinia adapt 

and respond to the changing needs and preferences of their visitors. This will lead to improved 

visitor experiences and overall satisfaction. 

• Data-Driven Decision Making for Sustainability: The module aims to enable data-driven 

decision-making for sustainability. It will provide interactive dashboards and maps that 

visualize key performance indicators and data related to tourism and cultural heritage 

activities in Sardinia. This empowers SMEs to make informed decisions about resource 
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allocation, marketing strategies, and sustainability efforts. By leveraging data and insights, 

SMEs can contribute to the sustainable development of the region's tourism industry. 

• Optimize Operations and Revenue Management: Another crucial objective of the module 

is to help SMEs optimize their operations and revenue management. Through automated 

reporting, demand forecasting, and pricing analysis, the module will provide insights into peak 

demand periods, pricing strategies, and inventory management. This information will enable 

SMEs to maximize their revenue potential while minimizing waste and inefficiency. 

Ultimately, this optimization supports the long-term competitiveness of the tourism and 

cultural heritage SMEs in Sardinia. 

These objectives align with the Spoke goals of promoting innovation and sustainability in the tourism 

sector and driving the competitiveness of SMEs in marginal markets for Sardinia. The planned 

functionality, such as sentiment analysis and demand forecasting, will serve as the technical means 

to achieve these overarching objectives. 

3.2.1 Planned Functionalities 

In Table 11, the primary planned functionalities are listed, along with their intended purposes and the 

main stakeholders who stand to benefit from them. It is important to acknowledge that this list may 

be subject to change based on feedback received from involved stakeholders and the availability of 

the necessary data required for implementing these functionalities. 

Table 11 - Main planned functionalities for the Tourism Module. 

ID Functionalities  Purposes Main stakeholders and uses 

T-01 Sentiment Score 

Calculating a sentiment 
score is essential because 
it provides a quantitative 
measure of overall visitor 
satisfaction. It condenses 
the diverse feedback and 
reviews into a 
standardized metric that 
stakeholders can easily 
understand and compare. 

Local Businesses: Hoteliers, restaurant owners, 
and tour operators can use sentiment scores to 
assess their performance and identify areas for 
improvement. They can also compare their scores 
with competitors to stay competitive. 
Local Authorities: By monitoring sentiment 
scores, local authorities can understand how 
tourists perceive different regions within Sardinia 
and prioritize investments and infrastructure 
development accordingly. 

T-02 Keyword 
Extraction 

Extracting keywords and 
key phrases from tourist 
reviews and feedback is 
essential for 

Local Businesses: Identifying keywords helps 
businesses recognize the most important features 
that guests value in their services. This information 
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ID Functionalities  Purposes Main stakeholders and uses 
understanding the most 
mentioned topics and 
themes. It allows 
stakeholders to identify 
what aspects of their 
offerings are significant to 
visitors. 

guides product development and service 
improvement efforts. 
Marketing Teams: Keywords are valuable for 
content marketing and search engine optimization 
(SEO). Marketing teams can incorporate these 
terms into their campaigns to attract more visitors 
interested in specific features. 

T-03 Topic Modelling 

Topic modelling goes 
beyond keywords to 
identify broader themes 
and subjects within 
reviews. It provides a 
holistic view of the topics 
discussed by visitors. 

Local Authorities: Topic modelling can reveal 
overarching themes in visitor feedback, helping 
authorities identify areas of improvement in 
tourism infrastructure and visitor services. 
Tour Operators: Understanding the most 
discussed topics allows tour operators to tailor their 
offerings and marketing strategies to align with 
visitor interests. 

T-04 
Sentiment-
Keyword 
Correlation 

Analysing the correlation 
between sentiment and 
specific keywords or 
topics helps stakeholders 
understand which aspects 
are driving positive or 
negative sentiments. 

Accommodation Providers: They can identify 
which amenities or services are strongly correlated 
with positive sentiments and invest in promoting or 
enhancing those features. 
Destination Management Organizations: These 
organizations can focus their efforts on improving 
specific tourist attractions that correlate with 
negative sentiments. 

T-05 Trend Analysis 

Trend analysis allows 
stakeholders to track 
changes in satisfaction 
over time and across 
different regions. It offers 
insights into whether 
satisfaction is improving 
or declining, helping 
businesses and authorities 
make proactive decisions. 

Local Businesses: Trend analysis helps tourism 
businesses identify long-term changes in visitor 
satisfaction, helping them adapt marketing 
strategies, infrastructure development, and 
promotion efforts. 
Accommodation Providers: By identifying 
seasonal trends in satisfaction, these businesses can 
adjust staffing levels, pricing, and offerings to 
match fluctuations in demand. 

T-06 Historical Data 

Historical data enables 
stakeholders to predict 
future patterns. It provides 
a basis for informed 
decision-making, 
including capacity 
planning and pricing 
strategies. 

Local Authorities: Historical data allows them to 
make long-term investment decisions, such as 
developing infrastructure for anticipated growth in 
tourism. 
Accommodation Providers: Hotels and resorts 
can adjust pricing and room availability based on 
historical demand patterns. 
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ID Functionalities  Purposes Main stakeholders and uses 

T-07 
Web Traffic 
Analysis 

Monitoring website and 
social media traffic is 
crucial for assessing the 
popularity of tourist 
destinations. It helps 
stakeholders understand 
the online presence and 
demand for different 
locations. 

Marketing Teams: They can tailor online 
marketing campaigns and social media efforts to 
capitalize on trending destinations and attractions. 
Local Businesses: This data aids local businesses 
in identifying peak periods and planning staff 
schedules and inventory. 

T-08 Heatmaps 

Heatmaps provide a visual 
representation of the areas 
with the highest digital 
traces volume. They are 
essential for spatial 
analysis, helping 
stakeholders identify 
hotspots of interest. 

Local Authorities: Heatmaps guide them in 
determining which areas need infrastructure 
development, crowd management, and promotion. 
Local Businesses: Retailers and service providers 
can identify ideal locations for setting up shops and 
services based on digital traces volume. 

T-09 Businesses 
Categorization 

Categorizing businesses in 
the tourism sector is 
critical for understanding 
the composition of the 
industry. It allows 
stakeholders to identify 
strengths and weaknesses 
in specific sectors. 

Investors: They can use industry classifications to 
determine where to invest in the Sardinian tourism 
sector, considering both existing strengths and 
potential opportunities. 
Local Authorities: Understanding the distribution 
of industry types helps them allocate resources for 
infrastructure and development effectively. 

T-10 
Category 
Popularity 
Ranking 

Determining the 
popularity of industry 
types based on reviews, 
bookings, and visitor 
interest is valuable for 
market analysis and 
competition assessment. 

New Business Entrants: Entrepreneurs can use 
popularity rankings to identify underserved niches 
in the tourism sector and launch new ventures. 
Established Businesses: Existing businesses can 
compare their popularity with others, informing 
marketing strategies and product development. 

T-11 Interactive 
Dashboards 

Interactive dashboards are 
critical for providing 
stakeholders with a user-
friendly interface to 
explore data and trends 
visually, making data 
more accessible and 
actionable. 

Managers: They can use dashboards to gain quick 
insights into key performance indicators and make 
high-level decisions. 
Marketing Teams: Dashboards assist in tracking 
the effectiveness of marketing campaigns and 
adjusting strategies in real-time. 

T-12 
Automated 
Reports 

Automated reports 
summarize key insights 
and recommendations. 

Local Authorities: Reports help them understand 
tourism trends and plan for infrastructure 
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3.2.2 Main Components 

The main components of the Tourism Module are the following. 

• Data Gathering Component: This component serves as the foundational element for the 

module, responsible for gathering data from various online sources. Its primary function is to 

collect a wide range of data, including customer reviews, social media mentions, booking 

ID Functionalities  Purposes Main stakeholders and uses 
They are crucial for 
providing in-depth 
analysis and actionable 
recommendations for 
decision-makers. 

development, preservation, and promotional 
efforts. 
Managers: They can use reports to assess guest 
satisfaction trends, make operational 
improvements, and adjust pricing strategies. 

T-13 Interactive Maps 

Interactive maps provide 
stakeholders with a visual 
representation of tourist 
destinations, visitor 
reviews, and geographic 
patterns, making data 
more accessible and 
actionable. 

Tourists: Interactive maps assist tourists in 
planning their itineraries and exploring the best 
destinations in Sardinia. 
Tourism Promotion Agencies: These maps help 
in marketing and promoting tourist attractions, 
thereby attracting more visitors. 

T-14 
Geographic 
Clustering 

Identifying geographic 
clusters of popular tourism 
sites helps stakeholders 
understand the spatial 
distribution of attractions 
and make targeted 
marketing and 
development decisions. 

Local Businesses: Clustering helps them identify 
optimal locations for their services, aligning their 
offerings with popular tourist destinations. 
Local Communities: Understanding geographic 
clusters assists in preserving and enhancing the 
cultural and natural assets of specific areas. 

T-15 Demand 
Forecasting 

Predicting future demand 
for tourist destinations is 
crucial for capacity 
planning, pricing 
strategies, and managing 
visitor flows efficiently. 

Accommodation Providers: Demand forecasts 
guide them in optimizing room rates and 
occupancy levels. 
Transportation Providers: Airlines, ferries, and 
transportation services can adjust schedules and 
capacities based on demand predictions. 

T-16 Pricing Analysis 

Analysing price trends and 
their impact on demand is 
essential for maintaining a 
competitive edge and 
optimizing revenue. 

Local Authorities: They can analyse price trends 
to understand how price fluctuations impact 
tourism trends and plan policies accordingly. 
Tour Operators: Pricing analysis helps them 
adjust package prices and offerings to align with 
market demand. 
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statistics, and other relevant online information. This data gathering component ensures that 

the module has access to a comprehensive dataset to support various analyses and decision-

making processes. 

• Data Storage Component: The data storage component complements the data gathering 

component by providing a structured repository to store the data collected from online 

sources. It serves as a centralized and secure data warehouse, allowing efficient data retrieval 

and management. This stored data is essential for historical analysis, long-term trend tracking, 

and reference for automated reporting. 

• Data Analysis Component: The data analysis component is the heart of the module and 

consists of several subcomponents that enable diverse analytical functionalities. These 

subcomponents are responsible for processing, transforming, and deriving insights from the 

collected data. They offer capabilities such as sentiment analysis, time series analysis, trend 

analysis, demand forecasting, and pricing analysis. These analyses empower SMEs to make 

informed decisions and adapt to changing market conditions. 

• User Interface Component: The user interface component is the bridge between the data 

analysis and the end users, which are typically SMEs and their stakeholders. Its 

subcomponents are designed to provide user-friendly interfaces, interactive dashboards, maps, 

and automated reporting tools. These components facilitate the interpretation of the data 

insights and support decision-making. Users can visualize the data, track performance, and 

generate automated reports that can be used to guide their actions and strategies. 
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Figure 7 - Schematic representation of the high-level architecture of the Tourism Module. 

These four components work in tandem to create a comprehensive and user-centric system that 

collects, stores, analyses, and presents data. The data gathering and storage components ensure a 

continuous supply of data, while the data analysis component derives valuable insights from this data. 

The user interface component then makes these insights accessible and actionable for SMEs. A 

schematic representation of the high-level architecture of the Tourism Module can be found in Figure 

7. 

3.2.3 Required Technologies  

To provide the functionalities of interest, the platform will need to implement three main macro 

capabilities: 

• Data Gathering is the process of collecting information, facts, or data from various sources 

to build a dataset which can then be used to obtain insights for decision-making, research, or 

analysis. This can involve methods such as surveys, interviews, observations, or data mining, 

and it is a fundamental step in the broader process of data analysis. 

• Data storage is the process of securely preserving and organizing digital information, 

ensuring it can be efficiently retrieved and managed for future use. It encompasses the 

selection and implementation of appropriate storage solutions, such as databases, file systems, 



 

Pag. 47 

 

or cloud storage, to accommodate the varying formats and volumes of data collected or 

generated by an organization or system. 

• Data Analysis is the systematic examination and interpretation of data to extract meaningful 

insights, patterns, and trends. It involves using various techniques and methodologies to make 

sense of information and is crucial for informed decision-making, problem-solving, and 

research across diverse fields. 

 

Figure 8 - Schematic representation of the workflow of the Tourism Module. 

In Figure 8 a schematic representation of the workflow of these three macro-capabilities inside the 

Tourism Module can be found. 

In the following sections, we will provide a more in-depth exploration of these three macro 

capabilities, with a particular focus on the specific methodologies that will be employed to put these 

processes into practice. 

3.2.3.1 Data Gathering 

The process of data gathering involves systematically collecting pertinent information, facts, or data 

from a variety of digital sources. This indispensable phase lays the foundation for informed decision-

making, comprehensive research, and insightful analysis, ultimately driving the platform's 

functionality and effectiveness. 

In this digital age, the internet and associated platforms have emerged as vast repositories of data, 

teeming with valuable information pertinent to numerous fields, from e-commerce to social media. 

Data gathering techniques can encompass a broad spectrum of methods, including web scraping, data 

extraction from APIs, surveys, observations, or interviews, each tailored to capture the specific 

information needed to fulfil the platform's objectives. 

The success of data gathering is contingent upon not only the selection of appropriate methods but 

also ethical considerations, data privacy regulations, and the availability of the required data. As the 
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digital landscape continues to evolve, the challenges and opportunities in data gathering persistently 

evolve as well, necessitating an agile approach to ensure the timely and responsible acquisition of 

information from online sources. 

Within the context of the platform, two primary methodologies, web scraping and data extraction 

from APIs, hold particular significance for data gathering due to their effectiveness in obtaining 

information from online sources. 

 

Web Scraping 

Web Scraping (Vanden Broucke & Baesens, 2018) is a data gathering method that involves 

automatically extracting data from websites. This technique is especially valuable when dealing with 

sources that do not provide structured data through APIs. Web scraping typically encompasses the 

following key aspects: 

• Crawling: In web scraping, a web crawler, also known as a spider, navigates through web 

pages, visiting URLs, and retrieving data based on predefined criteria. This automated process 

allows for the systematic extraction of data from multiple web pages. 

• Parsing: After data is fetched, it must be parsed to extract the specific information of interest. 

Parsing involves navigating the HTML or other markup language of a webpage to locate and 

extract relevant data elements. 

• Data Cleaning: Data collected through web scraping may require cleaning and transformation 

to remove inconsistencies and ensure its quality and uniformity. This step may involve 

handling missing data, standardizing formats, and dealing with anomalies. 

Web scraping is a versatile technique that can be employed in a wide range of scenarios, from 

aggregating pricing data from e-commerce websites to collecting news articles or reviews from 

multiple sources. However, it is crucial to note that web scraping can raise legal and ethical concerns, 

as websites often have terms of service that govern web crawling, and scraping sensitive or personal 

data can infringe on privacy laws. 

 

Data Extraction from APIs 
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Data Extraction from APIs is a structured and efficient method for acquiring data from online 

platforms that offer API access. APIs are interfaces that allow applications to request and exchange 

data in a standardized and controlled manner. Key aspects of data extraction from APIs include: 

• API Integration: The platform integrates with the APIs of online services, such as Google 

Maps, Booking, Facebook, and more, using the provided endpoints and authentication 

methods. This process ensures a secure and authorized data exchange. 

• Structured Data: APIs typically provide structured data in a well-defined format, making it 

easier to access specific information without the need for extensive parsing. This structured 

data can include user profiles, reviews, location data, and more, depending on the source. 

• Real-time Updates: Many APIs offer real-time data access, allowing the platform to access 

the most up-to-date information. This is particularly valuable for applications that require 

current data, such as live location updates. 

Data extraction from APIs is generally a more reliable and sustainable method, as it aligns with the 

terms and conditions of the service providers and often mitigates legal and ethical concerns associated 

with web scraping. However, it is important to be aware that not all platforms or sources offer APIs, 

and the scope of available data may vary depending on the specific API's endpoints and capabilities. 

In summary, within the context of the platform, web scraping and data extraction from APIs are the 

main methodologies for data gathering. Web scraping is a versatile yet potentially complex method 

suitable for sources without structured API access, while data extraction from APIs offers a more 

streamlined and standardized approach for collecting data from online sources, particularly when 

APIs are available. The choice between these methodologies should consider the nature of the source, 

legal considerations, and the specific data requirements of the platform. 

 

3.2.3.2 Data Storage 

Data storage, an essential facet of modern information management, encompasses the processes and 

technologies employed to preserve, organize, and retrieve digital data. The management of data holds 

paramount importance in today's digital age, especially considering the vast and diverse nature of 

data encountered on the internet. It is imperative to understand the broader context of data storage 

before delving into the specific solution adopted by the platform. 
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In the digital landscape, data takes on a multitude of formats, from structured and tabular data found 

in relational databases to semi-structured and unstructured data like JSON, XML, or free-text 

documents. This data emanates from a myriad of sources, ranging from websites, mobile applications, 

and social media platforms to IoT devices and sensor networks. The diversity in data formats and 

sources poses a considerable challenge when it comes to effective data storage. 

Traditionally, data storage solutions have encompassed relational database management systems 

(RDBMS) (Sumathi & Esakkirajan, 2007), file systems, and cloud storage. These systems have been 

effective in handling structured data with well-defined schemas. However, they may not be as suitable 

for semi-structured or unstructured data, which is prevalent on the internet. 

One widely adopted solution for handling unstructured and semi-structured data is NoSQL (Not Only 

SQL) databases (Meier & Kaufmann, 2019). NoSQL databases offer a schema-less approach, 

allowing flexibility in data storage, which is particularly advantageous when dealing with the 

heterogeneous data encountered on the web. These databases are categorized into various types, such 

as document-oriented (e.g., MongoDB), key-value stores, column-family stores, and graph databases, 

each tailored to specific data storage requirements. 

In the context of the platform, the choice of data storage methodology is central. Given the prevalence 

of JSON and semi-structured data on the internet, MongoDB, a prominent NoSQL database, emerges 

as an apt solution. MongoDB's document-oriented data model, compatibility with BSON (Binary 

JSON), and flexibility in handling unstructured data align seamlessly with the needs of a platform 

that relies on data gathered from online sources. It offers a robust and scalable solution to effectively 

manage data while ensuring accessibility, security, and integration with the data gathering processes. 

The selection of an appropriate data storage methodology is critical to the platform's overall success, 

enabling the secure and efficient preservation of the diverse data collected from online sources. It 

also positions the platform to adapt and evolve as it continues to serve the needs of its stakeholders 

and users in an ever-changing digital landscape. 

 

3.2.3.3 Data Analysis 

Data analysis (Brandt, 1998) is a fundamental process in the modern era, serving as the backbone of 

informed decision-making, scientific investigation, and operational efficiency. This systematic 

approach involves the examination, transformation, and interpretation of data to extract valuable 

insights, identify patterns, and reveal trends. In the contemporary context, data analysis has gained 
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paramount importance due to rapid technological advancements and the exponential growth of data 

sources. 

Data analysis, at its core, is a pragmatic and data-driven approach. It plays an essential role in various 

sectors, including business, science, healthcare, and government. Its origins can be traced back to 

early data collection practices for administrative and economic purposes, such as taxation and 

resource management. Over time, it has evolved into a sophisticated process, closely aligned with 

advances in technology and computing power. 

In the modern data landscape, the proliferation of data sources, including sensor networks, social 

media platforms, e-commerce transactions, and the Internet of Things, has ushered in the era of "big 

data." This deluge of data presents both opportunities and challenges, making data analysis more 

critical than ever. As the volume and complexity of data continue to grow, data analysis acts as a 

necessary compass for organizations and individuals, enabling them to make sense of the vast 

amounts of information. 

Data analysis encompasses a plethora of methodologies, each with its unique purpose and 

applicability. These methodologies are instrumental in extracting insights from data and include: 

• Descriptive Analysis: At its core, this methodology focuses on summarizing data to provide 

an overview of its central tendencies, variability, and distribution. It is the starting point for 

understanding the composition and characteristics of a dataset. 

• Inferential Analysis: Building upon descriptive analysis, inferential analysis extends to draw 

conclusions about a broader population based on sample data. This approach often involves 

hypothesis testing, confidence intervals, and regression analysis to make informed predictions 

and inferences. 

• Exploratory Data Analysis (EDA): EDA is a crucial initial step that employs visualizations 

and statistical techniques to uncover hidden patterns, relationships, and anomalies within data. 

It helps researchers and analysts formulate hypotheses and direct further investigation. 

• Time Series Analysis: This methodology is indispensable for data collected over time, such 

as stock prices, weather data, or economic indicators. Time series analysis leverages 

techniques like autocorrelation and exponential smoothing to understand trends and make 

forecasts. 

• Machine Learning and Predictive Modelling: Machine learning techniques, including 

supervised and unsupervised learning, are critical for predictive modelling. These approaches 
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allow algorithms to identify patterns in data and make predictions or classifications, with 

applications ranging from image recognition to recommendation systems. 

• Text and Sentiment Analysis: Text analysis deals with unstructured textual data, enabling 

the extraction of insights, sentiment analysis, and categorization. It is crucial in applications 

like social media monitoring, customer feedback analysis, and content recommendation. 

• Big Data Analytics: In the era of big data, specialized tools and distributed computing 

frameworks are employed to process and analyse large datasets efficiently. This methodology 

is crucial in industries such as e-commerce, social media, and finance. 

• Qualitative Data Analysis: While many data analysis methods are tailored for numeric data, 

qualitative data analysis deals with non-numeric data types, such as text and multimedia. 

Techniques like thematic analysis and content analysis are used to interpret unstructured 

information. 

These methodologies provide a versatile toolkit for data analysts and researchers to address diverse 

data analysis needs. The choice of methodology depends on the nature of the data and the specific 

objectives of the analysis. In the ever-evolving field of data analysis, the selection of the appropriate 

methodology is critical to extracting meaningful insights and driving informed decision-making. 

In the context of our platform and its specific functionalities, we focus on a subset of data analysis 

methodologies to ensure their precise alignment with our objectives. The selected methodologies are 

closely tailored to cater to the functionalities essential for our platform. These include: 

• Text and Sentiment Analysis (Medhat, Hassan, & Korashy, 2014): A key component of our 

platform, text and sentiment analysis are instrumental in extracting valuable insights from 

textual data, helping us generate sentiment scores and keyword extraction. This methodology 

enables us to gauge public sentiment, identify keywords of interest, and gain a deeper 

understanding of user-generated content. 

• Qualitative Data Analysis (Lacey & Luff, 2001): This approach is particularly pertinent 

when dealing with non-numeric data, such as user feedback, reviews, and open-ended 

responses. It allows us to interpret and categorize unstructured data, which is integral to 

functionalities like businesses categorization and category popularity ranking. 

• Time Series Analysis (Hamilton, 2020): Given the focus on historical data and trend analysis, 

time series analysis is a cornerstone of our platform. This methodology allows us to examine 
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data patterns and forecast future trends, equipping our users with valuable insights for 

strategic decision-making. 

• Exploratory Data Analysis (EDA) and Descriptive Analysis (Tukey, 1977): Exploratory 

Data Analysis plays a core role in our functionalities by providing the initial compass for 

uncovering hidden patterns and relationships within the data. Combined with descriptive 

analysis, it aids in summarizing data characteristics and distributions, allowing for 

functionalities such as interactive dashboards and automated reports. 

These selected methodologies are a strategic response to the planned functionalities of our platform, 

enabling us to provide insightful tools and features that align closely with our users' needs. By 

focusing on these methodologies, we can deliver functionalities that facilitate sentiment analysis, 

keyword extraction, topic modelling, trend analysis, historical data examination, businesses 

categorization, category popularity ranking, interactive data visualization, and more. These 

methodologies will empower our platform to provide actionable insights and drive data-driven 

decision-making in a wide range of applications, from market analysis and demand forecasting to 

web traffic assessment and pricing analysis. 

In the following sub-sections, we offer additional insights into text and sentiment analysis, as well as 

time series analysis, as both play a crucial role in extracting valuable information from the data. This 

information can then be effectively utilized in conjunction with the other technologies we have 

discussed. 

 

Text and Sentiment Analysis 

In our plan for text and sentiment analysis, we are actively exploring the integration of cutting-edge 

technologies such as Natural Language Processing (NLP), large language models, and zero-shot 

learning. Our aim is to leverage these innovations to enhance our platform's ability to understand and 

analyse textual data. 

• Natural Language Processing (NLP) is a core component of our exploratory approach to 

text analysis. This field encompasses a range of techniques and algorithms designed to enable 

machines to comprehend, interpret, and generate human language. With NLP, we intend to 

perform tasks such as sentiment analysis, named entity recognition, and part-of-speech 

tagging. 
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• Large Language Models: Our plan involves harnessing the capabilities of large language 

models, like GPT-3, BERT, and their successors. These models, pre-trained on extensive 

datasets, offer a rich understanding of language structure and semantics. By fine-tuning these 

models for our platform's needs, we aim to improve the accuracy and context-awareness of 

our text analysis. 

• Zero-Shot Learning: Zero-shot learning is an exciting frontier in text and sentiment analysis. 

It allows our platform to adapt to new tasks without the need for pre-existing examples or 

labelled data. 

As we explore these technologies, our objective is to enhance the quality and relevance of insights 

provided by our platform. While our plan is to integrate these technologies, we are currently in the 

investigative phase, evaluating the most effective and efficient ways to incorporate them into our 

platform. 

 

Time Series Analysis 

Time series analysis is a fundamental element of our platform, acting as a linchpin for extracting 

insights from temporal data. This analytical approach involves examining data collected at sequential 

time intervals. Within this framework, we are currently investigating several methodologies to 

determine which are best suited for integration into our platform. These methodologies are crucial for 

making sense of time-dependent data, and each plays a unique role in this investigative phase: 

• Moving Averages represent a foundational approach in time series analysis. They offer a 

smoothed representation of data by calculating the average of data points within a specified 

window. This method is valuable for trend identification and noise reduction in time series 

data. 

• Exponential Smoothing assigns exponentially decreasing weights to past data points, with 

an emphasis on recent observations. It is particularly useful for short-term trend forecasting 

and capturing abrupt data changes. 

• Autoregressive Integrated Moving Average (ARIMA) blends autoregressive (AR), 

differencing (I), and moving average (MA) components. It excels at modelling and forecasting 

time series data exhibiting trends and seasonality. 
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• Seasonal Decomposition decomposes time series data into its seasonal, trend, and residual 

components. It is instrumental for unravelling underlying patterns and mining valuable 

information from time-dependent data. 

• Machine Learning Methods, including recurrent neural networks (RNNs) and Long Short-

Term Memory (LSTM) networks, are gaining traction in time series analysis. These models 

can capture intricate data dependencies and deliver precise predictions. 

Each of these methodologies serves distinct purposes in time series analysis, and we are actively 

investigating their suitability for specific use cases. Through this investigative process, we aim to 

pinpoint the most appropriate methods for our platform, ensuring that we harness the full potential of 

time series analysis to provide valuable insights to our users. 

 

3.3 Cultural Heritage 

In the multidimensional platform, a dedicated module will be specifically tailored for the CH heritage 

domain. Given the remarkable surge in interest post-COVID, CH has emerged as a dominant sector 

with the potential to steer Sardinia's economic resurgence. This module is poised to become a relevant 

pillar, providing a comprehensive digital catalogue of cultural assets, meticulously detailed to provide 

a deep exploration of Sardinia's rich history and cultural tapestry. 

The users of this module include a diverse spectrum, ranging from cultural institutions such as 

museums, libraries, and archaeological parks, to dynamic tourism operators like guided tour services. 

Additionally, stakeholders with a vested interest in the preservation and promotion of cultural 

heritage, along with the general public keen on exploring the vivid past of Sardinia, will find 

invaluable resources within this module. 

At the core of this module lies the integration of cutting-edge Semantic Web (SW) technologies. By 

harnessing the power of SW technologies, the module aims to transform how we interact with and 

comprehend cultural assets. This dynamic approach not only enhances accessibility but also facilitates 

a deeper level of engagement for users seeking to unearth the profound significance woven into 

Sardinia's cultural tapestry. Each cultural artifact is intricately documented, offering a virtual 

exploration that transcends physical boundaries. Users will be immersed in a wide-ranging narrative, 

seamlessly navigating through a wealth of information, from historical context and artistic intricacies 

to the broader cultural significance of each artifact. Moreover, this module will offer an innovative 
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augmented reality feature. This functionality will enable users to embark on immersive journeys 

through Sardinia's cultural sites. By seamlessly blending the digital and physical worlds, visitors can 

engage with cultural artifacts and historical landmarks in an entirely new and digital dimension. 

Furthermore, the module is engineered to be adaptive, ensuring seamless integration with evolving 

technologies and platforms. This forward-thinking approach not only future proofs the platform but 

also underscores our commitment to delivering an enduring and dynamic resource for cultural 

enthusiasts and professionals alike.  

In this Section, we will focus on the application of the SW in the context of cultural heritage, 

examining why this innovative perspective is of paramount importance. We will delve into the 

ontology, a crucial element in this context, and provide examples of ontologies specifically developed 

for this purpose. Additionally, we will provide an overview of prominent initiatives and projects in 

the field of integrating the SW with CH, highlighting the most significant achievements. 

Subsequently, we will concentrate on the key functionalities of the platform module, illustrating how 

it can effectively support the management and access to cultural heritage. Finally, we will scrutinize 

the fundamental technological components that constitute the infrastructure of this module, 

emphasizing the innovative solutions adopted to ensure an advanced user experience and optimized 

management of cultural resources. 

 

3.3.1 Semantic Web Technologies for Cultural Heritage  

Cultural heritage consists of heterogeneous resources: archaeological artefacts, monuments, sites, 

landscapes, paintings, photos, books and expressions of human creativity, often enjoyed in different 

forms: tangible, intangible or digital. Each resource is usually documented, conserved and managed 

by cultural institutes like museums, libraries or holders of archives (Lodi, 2017). These artifacts stand 

as a touchstone for comprehending the richness of human history, offering invaluable insights into 

the journey of our predecessors and providing a roadmap for the future.  

In the CH field, the adoption of SW technologies marks a transformative stride towards a more 

enriched and interconnected understanding of our shared human legacy. These technologies play a 

key role in enhancing the accessibility, discoverability, and contextualization of cultural artifacts, 

fostering a dynamic digital ecosystem that transcends geographical and temporal boundaries. 

In particular, SW empowers cultural institutions, researchers, and enthusiasts alike by imbuing 

cultural data with meaningful, machine-understandable relationships. This enables a deeper level of 
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exploration and analysis, unlocking layers of insight that might otherwise remain dormant. By 

leveraging on ontologies and Linked Open Data (LOD) (Bizer, 2023), cultural heritage professionals 

can establish intricate connections between disparate elements of our collective history. Furthermore, 

the application of SW principles facilitates the seamless integration of diverse cultural datasets. This 

interoperability transcends individual silos, offering a panoramic view of cultural artifacts, 

documents, and historical records. Through the utilization of standardized vocabularies and 

ontological frameworks, the Semantic Web acts as an inclusive platform, bridging the gaps between 

various domains and disciplines within cultural heritage. In practical terms, this means that 

information about artifacts, artworks, historical events, and cultural practices can be interwoven in a 

cohesive digital tapestry. Such a comprehensive and interlinked repository not only enriches our 

understanding of individual pieces but also illuminates the broader narratives they collectively 

contribute to. Moreover, SW empowers end-users with personalized and contextually relevant 

experiences. By understanding user preferences and behaviour patterns, cultural heritage platforms 

can deliver tailored content, ensuring that each interaction is a uniquely enriching encounter. This 

user-centric approach transcends the mere presentation of data, instead offering a dynamic and 

engaging exploration of our shared cultural tapestry. 

In the last ten years, the CH landscape has witnessed a dynamic revitalization thanks to the SW 

technologies through the concerted activities of a diverse array of national and international research, 

innovation, and infrastructure initiatives. These pioneering undertakings, such as EUROPEANA ( 

Europeana Foundation, 2015) (The EUROPEANA web portal, s.d.), DARIAH (The Digital Research 

Infrastructure for the Arts and Humanities (DARIAH), s.d.), PARTHENOS (Pooling Activities, 

Resources and Tools for Heritage E-research Networking, Optimization and Synergies 

(PARTHENOS)), CrossCult (The CrossCult web portal, s.d.), ARCHES (The web portal of the 

ARCHES Platform, s.d.), and ARIADNEplus (The ARIADNEplus web portal, s.d.), stand as 

inspirations of progress in the domain of preservation and exploration. These initiatives have not only 

harnessed the collective expertise of scholars, institutions, and organizations, but have also spurred 

interdisciplinary dialogues that transcend disciplinary boundaries. Recently, the Open Data 

movement and the widespread adoption of LOD as the primary data integration paradigm have 

emerged as pioneering frontiers. These innovations stand poised to unlock a treasure trove of public 

cultural heritage. Nonetheless, a diverse landscape endures, characterized by isolated pockets of data 

dispersed across the web. This is particularly evident within the Italian context, where numerous LOD 
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projects, spearheaded by Italian Ministry of Cultural Heritage and Activities and Tourism (MIBACT), 

have taken root. However, they grapple with the challenge of coalescing into a cohesive strategy that 

could propel a significant valorisation of one of the largest cultural heritages within the sector. In 

conclusion, while there is still work to be done, the SW undeniably stands as the main avenue for the 

realm of cultural heritage. The opportunities presented by this technological framework are immense 

and promising, offering the potential for an unprecedented valorisation of our cultural heritage.  

3.3.1.1 Ontologies 

An ontology is commonly defined as any logical theory that includes a taxonomy and that is written 

in a computational and decidable language (Guarino). Ontologies can be defined by ontology 

languages such as the Resource Description Framework Schema (RDFS) and the Web Ontology 

Language (OWL) (McBride, 2004). The latest version of OWL is OWL 2, which addresses the 

complexity issue by defining profiles, namely fragments for which at least some reasoning tasks are 

tractable. OWL 2 DL, the version of the Web Ontology Language we focus on, is defined based on 

Description Logics (DL) (Baader, 2008), which is a family of formal knowledge representation 

languages that models concepts, roles, individuals and their relationships. Some OWL 2 constructors 

with the corresponding DL syntax are listed in Table 12. RDFS is considered as the basic 

representation format for developing the SW. It represents sentences in the form of triples, which 

consist of a subject, a predicate and an object. Triples can also be represented using the Turtle notation 

which provides a slightly more readable RDFS serialization. 

 

Table 12 - OWL 2 constructors and the corresponding DL syntax. 

Constructor DL Syntax 

Class C 

SubClassOf (C D) 𝐶 ⊑ 𝐷 

EquivalentClasses (C1… Cn) C1 ≡… ≡	Cn 

DisjointClasses (C1… Cn) Ci ⊓ Cj ⊏ ⊥ 

i  ≠	j i , j ∈ {1 …, n} 

DisjointUnion (C C1… Cn) C = C1 ⊔…⊔ Cn 

objectProperty R 

datatypeProperty T 

ObjectInverseOf (R)    R– 
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ObjectSomeValuesFrom  ∃R.C 
 
As shown in the example below, Turtle syntax separates the data into two parts: a list of URIs and 

their abbreviated prefixes, and a list of the triples. In this example, the three triples express that the 

subject in these is a book, identified by a specific URI, which has its title and an author. 

 
@prefix ex: <http://example.com> . 

@prefix book:<http://books.com> .  

 book:uri rdf:type ex:Book ; 

          ex:title "The Whale" ; 

          ex:author "Herman Melville". 

 

The standard query language is SPARQL (DuCharme, 2013), whose latest version, namely SPARQL 

1.1, includes many new language features such as aggregates, sub-queries, a new suite of built-in 

functions, and path expressions. SPARQL queries typically consist of various clauses and blocks, 

which specify basic graph patterns to be matched along with keywords that join, filter and extend the 

solution sequences to these patterns. 

 
PREFIX dbp: <http://dbpedia.org> 

PREFIX dcterms: <http://purl.org/dc/terms/>  

SELECT ?title ?author ?publisher ?date 

WHERE { 

     ?book dbp:title ?title . 

     ?book dbp:author ?author . 

     ?book dcterms:publisher ?publisher .  

     OPTIONAL {?book  dbp:releaseDate ?date} 

} 

 

Considering the SPARQL query example above, the keyword PREFIX declares a namespace prefix, 

as @prefix in Turtle. The keyword SELECT determines the general result format, while the 

statements after SELECT refer to the remainder of the query. The listed names are identifiers of 

variables for which return values are to be retrieved. The above query returns all values for the 

variables ?title,?author,?publisher. The actual query is initiated by the keyword 
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WHERE. It is followed by a simple graph pattern, enclosed in curly braces. Intuitively speaking, these 

identifiers represent possible concrete values that are to be obtained in the process of answering the 

query. Finally, the keyword OPTIONAL refers to the subsequent group pattern. Optional patterns 

are not required to occur in all retrieved results, but if they are found, may produce bindings of 

variables – in our case ?date – and thus extend the query result. SPARQL 1.1 allows to use many 

other operators, such as, e.g., FILTER to restrict the set of matching results and SERVICE to support 

queries that merge data distributed across the web.  

Within CH domain, a plethora of ontologies have emerged. One of the most used is CIDOC-CRM 

(Conceptual Reference Model) (Doerr M. , 2003),which stands as a formal and standardized ontology 

crafted to facilitate the integration of cultural heritage data. Its collaborative adoption plays a crucial 

role in meeting the demands for semantic interoperability among diverse sources of cultural heritage 

information. This model represents the culmination of extensive interdisciplinary collaboration and 

consensus between the International Committee for Documentation of the International Council of 

Museums (ICOM) and a non-governmental entity. Its consideration for standardization by the ISO 

standard body, leading to the establishment of ISO 21127 in September 2006, underscores its 

significance. The CIDOC-CRM includes a comprehensive taxonomy of classes and properties 

designed to articulate concepts related to Space-Time, Events, and both Material and Immaterial 

entities within the cultural domain. This rich semantic framework empowers the construction of 

robust query services, permitting inquiries at various levels of granularity. Furthermore, it facilitates 

the extension of the model into other domains, mitigating the risk of undue generalization.  

Another relevant ontology in the domain is the Europeana Data Model (EDM) (Doerr M. G., 2010), 

which serves as the foundational data model within the Europeana project. Its primary function is to 

seamlessly integrate, collate, and enhance data pertaining to cultural heritage from diverse and 

geographically dispersed content providers. EDM achieves this by both repurposing and extending a 

suite of widely recognized vocabularies: It adopts OAI ORE (Open Archives Initiative Object Reuse 

and Exchange) (Lagoze, 2007) for organizing metadata and digital representations of objects, Dublin 

Core (DC) for descriptive metadata, SKOS (Simple Knowledge Organization System) (Miles, 2009) 

for representing conceptual vocabularies, and CIDOC-CRM for delineating events and establishing 

relationships between objects. Within the EDM framework, a clear distinction is made between 

cultural heritage objects, web resources, and aggregations. Aggregations are utilized to model a data 

provider's contribution to Europeana with respect to a cultural heritage object. This contribution, in 
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turn, encompasses multiple web resources, namely metadata, associated with the object. Much like 

CIDOC-CRM, the Europeana Data Model predominantly focus on the comprehensive description of 

CH objects. 

 

3.3.1.2 Relevant Initiatives and Projects 

Some of the ontologies described in the previous Section have been employed in various projects 

undertaken by cultural public organizations. In this Section, we highlight some of these initiatives, 

which have served as valuable references for our work.  

Europeana. It is a project co-funded by the European Union with the goal of unifying Europe through 

culture and ensuring the accessibility of cultural heritage for all. It encompasses various sub-projects 

like Europeana, Europeana Creative, Europeana Space, and Europeana Food and Drink, each 

contributing to the overarching mission. In particular, Europeana focuses on establishing and 

managing a network of contributing institutions that act as data providers, in addition to developing 

a service infrastructure that enhances data discoverability and access. In Figure 9 is represented the 

web UI of the portal. A substantial portion of the Europeana dataset was released in LOD in October 

2012, providing access to over 40 million RDF cultural data.  
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Figure 9 - Europeana Interface. 

Smartmuseum. It is a research project funded under the European Commission's Program, with the 

aim to create a mobile ubiquitous recommender system that leverages the Web of Data to offer tourists 

personalized recommendations for cultural heritage experiences. Semantic technologies are integral 

to managing the diverse data, including content descriptions, sensor inputs, and user profiles. The 

project employs the General User Model Ontology (GUMO) (Heckmann, 2005) for user modelling 

and extends the Dublin Core metadata standard to encompass cultural heritage-specific metadata. 

British Museum. In 2011, the British Museum made a significant stride by releasing its database of 

nearly 2 million records in linked open data. This pioneering move made the British Museum the first 

UK art organization to employ semantic technologies for sharing its cultural assets. The dataset, now 

exceeding 100 million records, is interwoven with other data in the Web of Data and adheres to the 

CIDOC-CRM model. 

Smithsonian American Art Museum. Beginning in 2014, the Smithsonian American Art Museum 

began publishing authoritative records about American artworks in linked open data, enhancing their 

discoverability. The records, which have been compiled since 1829, are currently modelled using 

CIDOC-CRM. 
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Rijksmuseum. In 2011, the Rijksmuseum in Amsterdam embarked on an initiative to make parts of 

its collection available online, a move that significantly improved access to its 1 million objects 

(Mensink, 2014). The Linked Data version of the collection adheres to the EDM and encompasses 

over 20 million RDF data entries describing nearly 600 thousand cultural objects.  

 

3.3.2 Planned Functionalities  

In Table 13, the main planned functionalities are listed, along with their intended purposes and the 

potential users who stand to benefit from them. It is important to acknowledge that this list may be 

subject to change based on feedback received from involved stakeholders and the availability of the 

necessary data required for implementing these functionalities. 

Table 13 - Main planned functionalities for the Cultural Heritage module 

ID Functionalities  Purposes Potential users  

CH-01 
Structured data 
representation 

Use ontologies and knowledge organization systems 
to represent cultural data in a structured, standardized 
manner. It provides a standardized format for cultural 
data, making it easier to organize, categorize, and 
analyse. 

Data Scientists, 
Curators, Cataloguers, 
Global Audience.  
 

CH-02 
Data 
enrichment 
and linking 

Augment existing data with additional context, 
metadata, and interlinked resources, creating a more 
comprehensive and interconnected knowledge base. 

Curators, Researchers, 
Historians, Global 
Audience. 

CH-03 Conceptual 
Linkages 

Establish meaningful relationships between cultural 
artifacts, providing a deeper understanding of their 
contextual significance. 

Historians, 
Researchers, Curators, 
Global Audience. 

CH-04 Semantic 
interoperability 

Allow communication and data exchange between 
different systems and platforms, ensuring 
compatibility with external resources. 

IT Professionals, 
System Integrators. 

CH-05 Inference and 
reasoning 

Use logic-based reasoning to derive additional 
knowledge from existing data, enhancing the depth of 
information available to users. 

Researchers, 
Academics, Curators, 
Global Audience. 

CH-06 
Facilitation of 
multilingual 
access 

Support the representation of cultural data in multiple 
languages, ensuring accessibility for a diverse global 
audience. 

Global Audience, 
Tourists. 

CH-07 
Support for 
complex 
queries 

Allow for the execution of complex queries, enabling 
users to retrieve specific information about cultural 
artifacts. 

Researchers, 
Academics, Curators. 

CH-08 Interoperable 
Data Exchange 

Support the exchange of cultural data with external 
platforms, repositories, and initiatives, fostering 
collaboration and knowledge-sharing. 

Collaborative projects, 
Data sharing initiatives 
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3.3.3 Main Components and Required Technologies 

The architecture’s components of the CH module are designed to leverage the power of SW 

technologies for the comprehensive management and exploration of cultural heritage data. In the 

following, an overview of the key components and their interactions is reported.  

Triple Store. A triple store is a specialized database used for storing and retrieving RDF triples. 

Triples consist of subject-predicate-object statements that form the basis of Semantic Web data. It 

serves as the foundational data storage system for all the RDF data related to cultural heritage 

within the module. It allows for efficient querying and retrieval of information. Required 

technologies: RDF database systems like Virtuoso; SPARQL endpoint for querying and managing 

RDF data. 

Reasoner. A reasoner is a software component that performs inferencing and logical reasoning on 

RDF data. It applies ontologies, rules, and logic to draw additional conclusions from existing data. 

In the context of the CH module, the reasoner enhances the semantic understanding of the data, 

enabling more sophisticated queries and inferences about relationships and properties. Required 

technologies: OWL for defining the ontology, RDFS/OWL reasoners like HermiT (Shearer, 2008), 

Pellet (Sirin, 2007), or FaCT++ (Tsarkov, 2006) for logical reasoning, programming languages for 

integration (e.g., Java, Python). 

Ontology. An ontology is a formal representation of concepts, entities, and their relationships 

within a specific domain. It provides a shared understanding of the domain's structure and 

semantics. In the module, the ontology defines the vocabulary and relationships used to describe 

cultural heritage entities, such as artifacts, locations, historical events, and more. It ensures 

consistent and standardized data representation. Required technologies: OWL/RDFS for defining 

the ontology, Protégé tool for ontology modelling, RDF/OWL serialization formats (e.g., 

RDF/XML, Turtle, JSON-LD). 

ID Functionalities  Purposes Potential users  

CH-9 Artifact 
interaction 

Allow users to interact with virtual representations of 
artifacts using gestures, voice commands, or 
controllers. 

Students, Researchers, 
Global Audience, 
Tourist. 

CH-10 
Virtual 
reconstructions 

Create digital reconstructions of historical sites or 
artifacts, allowing users to explore their original 
appearance. 

Students, Researchers, 
Global Audience, 
Tourist. 

CH-11 Virtual Reality 
Tours 

Enable users to take immersive guided tours of 
cultural sites and artifacts using AR/VR technology. 

Tourist, Global 
Audience. 
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Semantic Web Services. Semantic Web services are software components that offer 

functionalities for creating, retrieving, and manipulating RDF data in compliance with Semantic 

Web standards. These services enable the interaction with the RDF data stored in the triple store, 

allowing for tasks like querying, updating, and retrieving cultural heritage information. Required 

technologies: SPARQL, RDF4J or Jena (Java frameworks for working with RDF data), 

HTTP/RESTful APIs for communication, server-side scripting languages (e.g., Java, Python, 

Node.js). 

User Interface. The user interface is the visual and interactive part of the module that allows users 

to interact with and navigate the cultural heritage data. It includes elements like web pages, forms, 

and visualization tools. The UI provides a user-friendly way for stakeholders, tourists, and 

researchers to access, explore, and interact with the rich cultural heritage content stored in the 

module. Required technologies: HTML5, CSS3, JavaScript, WebGL for 3D visualization in 

AR/VR. 

Augmented Reality (AR) / Virtual Reality (VR) Integration. This component includes the 

technologies and functionalities related to AR/VR experiences, such as tour creation, 3D objects 

rendering, and interaction within virtual environments. It allows users to engage in immersive and 

interactive experiences, enhancing their exploration of cultural heritage sites and artifacts. 

Required technologies: AR/VR SDKs (e.g., ARKit, ARCore, Unity for AR, and VR development), 

3D modelling and rendering software (e.g., Blender, Unity 3D), WebGL or WebXR for web-based 

AR/VR experiences. 

 

3.4 Training and Technology Transfer 
The Training and Technology Transfer Module is a relevant component of the multi-dimensional 

platform and serves as the nexus for equipping stakeholders with essential skills and knowledge, 

promoting technology transfer, and enhancing the competitiveness of SMEs. 

The main objectives of the module are: 

• Empowering Capacity for Sustainable Advancement: This core objective centres on 

empowering SMEs, local communities, and key stakeholders within the tourism and cultural 

heritage domain. It aims to equip them with the essential knowledge and skills necessary to 

foster innovation and adopt sustainable practices in their management approaches. In practical 
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terms, this goal ensures that individuals and organizations have the tools they need not only 

to survive but to thrive in an ever-changing and dynamic industry. 

• Enabling Seamless Technology Transfer: Another critical goal is to facilitate the transfer 

of technology. This involves the smooth transmission of cutting-edge technologies and best 

practices to SMEs. The intent is to strengthen their competitiveness and adaptability, ensuring 

they remain relevant in an environment characterized by constant change. Technology transfer 

is not mere acquisition of state-of-the-art tools; it entails the assimilation of advanced 

methodologies and approaches that empower SMEs to effectively navigate the challenges 

posed by a rapidly evolving market. 

In summary, these objectives collectively form the foundation for sustainable success, offering 

stakeholders the means to innovate, adapt, and flourish in the realms of tourism and cultural heritage 

management. 

3.4.1 Main Components 

The main components of the CH module are the following. 

• Dashboard: The dashboard serves as the user's central hub, offering a personalized 

experience. Users, depending on their role, will see a customized view of the platform. For 

instance, administrators will have access to platform-wide settings, while students will see 

their enrolled courses and upcoming events. Notifications play a critical role here, keeping 

users informed about new course content, upcoming webinars, workshops, and project 

updates. This ensures that users stay engaged and are aware of relevant activities on the 

platform. 

• Course Management System: Instructors can create, edit, and organize courses. This 

includes adding multimedia content, such as videos, presentations, and documents. Quizzes 

and assignments can be included to assess student learning. For students, course management 

means a straightforward process of enrolling in courses and accessing learning materials. They 

can track their progress, monitor their grades, and engage with course-specific discussions 

and assignments. 

• Resource Library: The resource library is like a digital library, housing a variety of 

educational materials like documents, videos, articles, and more. Users can easily search and 

filter content to find the resources that are most relevant to their needs. 
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• Support for Virtual Classrooms, Webinars, and Workshops: These components of the 

platform enable real-time interaction and learning. They provide an environment where 

instructors and participants can engage in live discussions, ask questions, and share 

knowledge. The schedule and calendar feature helps users plan their participation in these live 

events. It shows the date, time, and topic of upcoming webinars, workshops, and virtual 

classroom sessions. Registration is a straightforward process, ensuring that users can sign up 

for these events with ease. Attendance tracking is vital for instructors to monitor participation 

and for users to have a record of their engagement. 

• Technology Transfer Hub: The Technology Transfer Hub is a central component of the 

platform, dedicated to fostering innovation and sustainability. It serves as a repository for 

sharing innovative technologies, best practices, and real-world case studies. For SMEs 

operating in tourism and cultural heritage in marginal markets, access to new technologies 

and best practices is essential for staying competitive. The hub offers a space where SMEs 

can discover, learn about, and implement these technologies. The Technology Transfer Hub 

also provides opportunities for collaboration among SMEs. They can connect with experts, 

consultants, and other SMEs to jointly work on implementing new technologies and 

sustainable practices. Here, users can find resources, case studies, and expert insights related 

to innovative solutions, enabling them to adapt and improve their operations. This 

collaborative and knowledge-sharing space empowers SMEs to enhance their competitiveness 

in challenging markets. 

3.4.2 Design Considerations 

In developing the Training and Technology Transfer Module, several key design considerations are 

paramount, guiding its development and functionality: 

• User-Centric Design: The module should prioritize user-friendliness and accessibility to 

cater to a diverse audience. It should be designed to be intuitive for individuals with varying 

backgrounds and skill levels. 

• Certification: Participants should earn certifications upon course completion, acknowledging 

their acquired skills and knowledge. Certifications enhance the value of learning for both 

individuals and businesses. 
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• Progress Tracking: Tools for monitoring learner progress and performance provide insights 

and guidance. They help learners set goals and enable continuous improvement in course 

delivery. 

• Feedback Mechanism: The module should encourage active participation by allowing 

participants to provide feedback and suggestions. This input aids in course refinement and 

enhances the learning experience. 

• Community Building: Beyond courses, the module should foster a community of learners, 

experts, and SMEs. This community encourages networking, peer support, and knowledge 

exchange, enriching the overall learning journey. 

In summary, these design considerations not only shape the structure of the module but also embody 

the commitment to delivering a holistic and enriching learning experience. By focusing on user-

centricity, certification, progress tracking, feedback, and community building, this module aspires to 

offer more than just courses; it seeks to create a dynamic ecosystem that empowers, validates, 

supports, and connects stakeholders in their pursuit of innovation and sustainability. 

 

3.5 Communication and Dissemination 
The Communication and Dissemination Module plays a crucial role in the Spoke. This module is 

responsible for effectively disseminating project activities, information, and updates to a wide 

audience, and it acts as a bridge between the project teams and stakeholders, including SMEs, local 

communities, and the general public.  

The Module has three key objectives, each serving a practical role in advancing the project's goals: 

• Information Dissemination: The primary objective is to effectively share project-related 

information. This includes regular updates, news releases, detailed reports, and success 

stories. The aim is to keep stakeholders well-informed about the project's progress, fostering 

transparency and trust. 

• Engagement and Awareness: This module is designed to engage various stakeholders, 

including SMEs, local communities, and the public, in the project's activities. It seeks to raise 

awareness about the importance of innovation and sustainability in tourism and cultural 

heritage. Active participation and collaboration are encouraged to mobilize collective efforts 

towards these goals. 
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• Resource Repository: Beyond information dissemination, the module serves as a repository 

for valuable resources. It houses documents, research findings, videos, and other project-

related materials. These resources are easily accessible and organized for user convenience, 

providing a practical knowledge base for those interested in the project's focus areas. 

In practical terms, the module acts as a central hub for project updates and information sharing, fosters 

stakeholder engagement and awareness, and provides a readily accessible resource repository to 

empower users with valuable insights and knowledge. 

 

3.5.1 Main Components 

At the core of the Communication and Dissemination Module is a project website. This website 

functions as the central hub for all communication efforts. It offers a user-friendly interface for 

stakeholders to access project-related information and resources. Key features include: 

1. Homepage: The homepage acts as a dynamic window to the project, highlighting recent news, 

updates, and critical announcements. It provides an immediate snapshot of the project's 

current activities and achievements. 

2. News and Updates Section: This dedicated section provides stakeholders with easy access 

to project news and updates. It encompasses achievements, milestones, upcoming events, and 

relevant industry news. It is a central source for staying informed about the project's journey 

and key developments. 

3. Events Calendar: An interactive events calendar is an essential tool for showcasing project-

related events, including workshops, webinars, conferences, and other significant gatherings. 

Users can explore event details and conveniently register for these events through the 

platform, streamlining participation. 

4. Social Media Integration: Links to official social media profiles and feeds are seamlessly 

integrated into the platform. This integration ensures that stakeholders can follow real-time 

project updates and engage through social channels. Social sharing buttons on content further 

encourage wider dissemination of project-related information. 

5. Video Gallery: The video gallery is a multimedia repository featuring a diverse collection of 

project-related videos. These videos include interviews, success stories, and promotional 

materials. They offer a dynamic visual perspective on the project's activities. 
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6. Document Repository: A categorized, and searchable document repository is a practical 

resource for accessing documents, reports, research findings, and relevant publications. 

Stakeholders can conveniently download these resources directly from the platform, fostering 

knowledge sharing. 

7. Newsletter Subscription: For those who prefer to receive updates via email, a newsletter 

subscription option is available. Subscribers will receive project newsletters, ensuring they 

are promptly informed about recent developments and upcoming events. 

These module components work in unison, creating a well-rounded and user-centric platform that 

caters to the diverse needs of stakeholders. The website serves as the central hub, and the various 

sections provide access to information, resources, news, events, and social engagement, fostering a 

vibrant community of informed and engaged stakeholders. 

 

3.5.2 Design Consideration 

When crafting the design for the Communication and Dissemination Module, several crucial 

considerations should guide its development to ensure its effectiveness and user-friendliness. 

• User-Friendly Interface: The design must place a strong emphasis on creating an intuitive 

and user-friendly interface. This is vital to ensure that all stakeholders, regardless of their 

technical proficiency, can seamlessly navigate the platform and readily access the information 

they seek. A well-thought-out user interface enhances the overall user experience. 

• Mobile Responsiveness: In today's digital landscape, it is imperative that the platform is 

responsive across various devices, including smartphones and tablets. Mobile responsiveness 

ensures that users can access content on the go, making it convenient and accessible, 

especially for those who rely on mobile devices for their online activities. 

• Accessibility: Inclusivity is a key consideration. The platform should be designed with 

accessibility features to accommodate a diverse audience, including those with disabilities. 

This ensures that information and resources are equally accessible to all, aligning with 

principles of fairness and equity. 

• Search Functionality: The inclusion of a robust search feature is vital. Users should have the 

means to find specific resources or information quickly and efficiently they're looking for. An 
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effective search mechanism simplifies the user's journey, saving time and enhancing their 

overall experience. 

• Feedback Mechanism: User input is invaluable. Including a feedback mechanism allows 

users to contribute their insights, suggestions, and questions. This not only empowers users to 

have a voice in the platform's evolution but also provides the project team with crucial 

feedback to refine and improve the platform continuously. 

In essence, these design considerations are central to creating a user-centric and effective 

Communication and Dissemination Module. They ensure that the platform is not only easy to use but 

also accessible to a broad range of users. By focusing on these aspects, the platform can deliver a 

more robust and engaging experience for all stakeholders. 

 

3.6 Hardware Infrastructure 
The platform will require a robust and high-performance hardware system, comprising various nodes 

with distinct roles to facilitate the platform's operations. These nodes are categorized as follows: 

• GPU Nodes: These nodes will supply the computational resources necessary for running data 

analysis algorithms, especially those reliant on machine learning and neural network 

technologies. They are optimized for handling complex calculations and data-intensive tasks. 

• CPU Nodes: These nodes will provide computational resources for a wide range of functions, 

including data analysis and the various miscellaneous capabilities of different modules within 

the platform. They offer versatility and reliability in handling diverse tasks. 

• Login Nodes: These nodes will manage the internal platform network and handle 

communication with external users. They are responsible for user authentication, access 

control, and overall network administration. 

In addition to these hardware nodes, the platform will also rely on the following components to 

complement the hardware infrastructure: 

• NAS Storage System: This system will support data storage and retrieval functions across 

the entire platform. It serves as central repositories for storing and accessing data, ensuring 

efficient data management. 
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• Network Cluster: This cluster will facilitate the interconnection of the various nodes, 

enabling seamless communication and data exchange between them. It ensures that the 

hardware components work in harmony to support the platform's functionalities. 

• Power Supply System: A reliable and uninterrupted power supply system will be essential 

to ensure the continuous operation of the hardware components. It will safeguard against 

power outages and provide the necessary stability to prevent disruptions in platform services. 

This hardware infrastructure is designed to ensure that the platform can effectively process data, 

support various computational requirements, and maintain uninterrupted operation, all while 

facilitating communication and data management across the system. 

 

3.6.1 Technical Specification 

In the following we provide the technical specification regarding the different hardware components. 

3.6.1.1 GPU Nodes 

At least one GPU Node with the following minimal configuration will be needed. 

The GPU Nodes should be based on highly integrated rack-mount platforms with a form factor not 

exceeding 2RU per node. This form factor ensures optimal space utilization within the chassis. 

The nodes must be equipped with AMD EPYC or Intel Xeon processors, providing robust processing 

power for data-intensive tasks. Redundant power supplies (1+1) are essential. The failure of one 

power supply should not result in any performance degradation or reduced computing power in the 

nodes contained within the chassis. Each node must feature a Board Management Controller (BMC) 

compatible with IPMI version 2.0 or higher and Redfish. The BMC should include a dedicated 1Gbps 

Base-T network interface. It should offer functionalities such as fan monitoring (if present), 

temperature monitoring of processors and the motherboard, remote power management, and remote 

power consumption measurement. 

Additionally, the following features and capabilities must be supported: 

• Remote management protocols, including at least VNC, Java & HTML5 GUI. 

• Virtual console and vMedia functionality. 

• Scheduled automatic updates for BIOS and internal component firmware. 

• Redfish protocol (RESTful API). 
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• Server Configuration and Firmware lock-down capabilities. 

• Digitally signed firmware updates. 

• Firmware rollback functionality. 

• Protection features for internal component firmware updates. 

• Secure Default Password functionality. 

• Secure erasure of all internal server storage devices (ISE). 

• Active Directory and LDAP authentication support. 

• SNMP v3 protocol. 

• IP Blocking functionality. 

• TLS 1.2 communication capability. 

• Telemetry for operational parameter monitoring. 

More in details the node should respect the following requirements: 

1. Processors 

a. Each node should be equipped with two multicore processors, either AMD EPYC or 

Intel Xeon from the latest generation (up to 2022). 

b. Each processor should have at least 28 physical cores. 

c. Processor clock frequency should be equal to or greater than 2.6 GHz. 

d. Each processor should have a minimum of 42 MB of L3 cache. 

2. Memory 

a. Each node should be furnished with a minimum of 1024 GB of RAM. 

b. Memory modules should be of the DDR5 registered ECC type and operate within the 

supplied system at an effective frequency of at least 3200 MHz. 

c. Memory modules provided must be approved and certified by the motherboard 

manufacturer. 

d. CPU memory channels should be fully and evenly populated (at least 1 DIMM per 

channel for each CPU) as per guidelines from both the processor and motherboard 

manufacturer to achieve optimal performance. 

e. Combining memory modules of different sizes, types, speeds, or manufacturers is not 

permitted. 

3. Local Storage 
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a. Each node should feature at least two SATA SSDs with a capacity of no less than 1TB 

in a RAID1 configuration implemented in hardware using a controller with at least 

4GB of cache and the capability to implement RAID levels 0, 1, 10, 5, and 6. The 

disks should support Hot-Swap functionality. 

4. GPU 

a. Each node must be equipped with at least one NVIDIA GPU with Hopper H100 

architecture. 

5. Ethernet Connectivity 

a. Each node should be equipped with at least one network card for interfacing with the 

Network Cluster for interconnection, featuring 2 ports at 25Gbps Ethernet speed. 

b. At least one network card with 4 ports at 1Gbps Ethernet speed. 

c. At least one 1GbE Base-T port associated with the BMC. 

3.6.1.2 CPU Nodes 

At least three CPU Nodes with the following minimal configuration will be needed. The CPU Nodes 

should be based on highly integrated rack-mount platforms with a form factor not exceeding 1RU per 

node. This form factor ensures optimal space utilization within the chassis. The nodes must be 

equipped with AMD EPYC or Intel Xeon processors, providing robust processing power for data-

intensive tasks. Redundant power supplies (1+1) are essential. The failure of one power supply should 

not result in any performance degradation or reduced computing power in the nodes contained within 

the chassis. Each node must feature a Board Management Controller (BMC) compatible with IPMI 

version 2.0 or higher and Redfish. The BMC should include a dedicated 1Gbps Base-T network 

interface. It should offer functionalities such as fan monitoring (if present), temperature monitoring 

of processors and the motherboard, remote power management, and remote power consumption 

measurement. 

Additionally, the following features and capabilities must be supported: 

• Remote management protocols, including at least VNC, Java & HTML5 GUI. 

• Virtual console and vMedia functionality. 

• Scheduled automatic updates for BIOS and internal component firmware. 

• Redfish protocol (RESTful API). 

• Server Configuration and Firmware lock-down capabilities. 
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• Digitally signed firmware updates. 

• Firmware rollback functionality. 

• Protection features for internal component firmware updates. 

• Secure Default Password functionality. 

• Secure erasure of all internal server storage devices (ISE). 

• Active Directory and LDAP authentication support. 

• SNMP v3 protocol. 

• IP Blocking functionality. 

• TLS 1.2 communication capability. 

• Telemetry for operational parameter monitoring. 

More in details the nodes should respect the following requirements: 

1. Processors 

a. Each node should be equipped with two multicore processors, either AMD EPYC or 

Intel Xeon from the latest generation (up to 2022). 

b. Each processor should have at least 28 physical cores. 

c. Processor clock frequency should be equal to or greater than 2.6 GHz. 

d. Each processor should have a minimum of 42 MB of L3 cache. 

2. Memory 

a. Each node should be furnished with a minimum of 512 GB of RAM. 

b. Memory modules should be of the DDR5 registered ECC type and operate within the 

supplied system at an effective frequency of at least 3200 MHz. 

c. Memory modules provided must be approved and certified by the motherboard 

manufacturer. 

d. CPU memory channels should be fully and evenly populated (at least 1 DIMM per 

channel for each CPU) as per guidelines from both the processor and motherboard 

manufacturer to achieve optimal performance. 

e. Combining memory modules of different sizes, types, speeds, or manufacturers is not 

permitted. 

3. Local Storage 
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a. Each node should feature at least two SATA SSDs with a capacity of no less than 

480GB in a RAID1 configuration implemented in hardware using a controller with at 

least 4GB of cache and the capability to implement RAID levels 0, 1, 10, 5, and 6. The 

disks should support Hot-Swap functionality. 

4. Ethernet Connectivity 

a. Each node should be equipped with at least one network card for interfacing with the 

Network Cluster for interconnection, featuring 2 ports at 25Gbps Ethernet speed. 

b. At least one network card with 4 ports at 1Gbps Ethernet speed. 

c. At least one 1GbE Base-T port associated with the BMC. 

3.6.1.3 Login Nodes 

At least two Login Nodes with the following minimal configuration will be needed. The Login Nodes 

should be based on highly integrated rack-mount platforms with a form factor not exceeding 1RU per 

node. This form factor ensures optimal space utilization within the chassis. The nodes must be 

equipped with AMD EPYC or Intel Xeon processors, providing robust processing power for data-

intensive tasks. Redundant power supplies (1+1) are essential. The failure of one power supply should 

not result in any performance degradation or reduced computing power in the nodes contained within 

the chassis. Each node must feature a BMC compatible with IPMI version 2.0 or higher and Redfish. 

The BMC should include a dedicated 1Gbps Base-T network interface. It should offer functionalities 

such as fan monitoring (if present), temperature monitoring of processors and the motherboard, 

remote power management, and remote power consumption measurement. 

Additionally, the following features and capabilities must be supported: 

• Remote management protocols, including at least VNC, Java & HTML5 GUI. 

• Virtual console and vMedia functionality. 

• Scheduled automatic updates for BIOS and internal component firmware. 

• Redfish protocol (RESTful API). 

• Server Configuration and Firmware lock-down capabilities. 

• Digitally signed firmware updates. 

• Firmware rollback functionality. 

• Protection features for internal component firmware updates. 

• Secure Default Password functionality. 
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• Secure erasure of all internal server storage devices (ISE). 

• Active Directory and LDAP authentication support. 

• SNMP v3 protocol. 

• IP Blocking functionality. 

• TLS 1.2 communication capability. 

• Telemetry for operational parameter monitoring. 

More in details the nodes should respect the following requirements: 

1. Processors 

a. Each node should be equipped with two multicore processors, either AMD EPYC or 

Intel Xeon from the latest generation (up to 2022). 

b. Each processor should have at least 16 physical cores. 

c. Processor clock frequency should be equal to or greater than 2.4 GHz. 

d. Each processor should have a minimum of 24 MB of L3 cache. 

2. Memory 

a. Each node should be furnished with a minimum of 256 GB of RAM. 

b. Memory modules should be of the DDR5 registered ECC type and operate within the 

supplied system at an effective frequency of at least 3200 MHz. 

c. Memory modules provided must be approved and certified by the motherboard 

manufacturer. 

d. CPU memory channels should be fully and evenly populated (at least 1 DIMM per 

channel for each CPU) as per guidelines from both the processor and motherboard 

manufacturer to achieve optimal performance. 

e. Combining memory modules of different sizes, types, speeds, or manufacturers is not 

permitted. 

3. Local Storage 

a. Each node should feature at least two SATA SSDs with a capacity of no less than 

480GB in a RAID1 configuration implemented in hardware using a controller with at 

least 4GB of cache and the capability to implement RAID levels 0, 1, 10, 5, and 6. The 

disks should support Hot-Swap functionality. 

4. Ethernet Connectivity 
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a. Each node should be equipped with at least one network card for interfacing with the 

Network Cluster for interconnection, featuring 2 ports at 25Gbps Ethernet speed. 

b. At least one 1GbE Base-T port associated with the BMC. 

3.6.1.4 NAS Storage System 

At least one NAS Storage System with the following minimal configuration will be needed. 

The NAS Storage System should respect the following functional requirements. 

1. General Features: 

a. The storage architecture must be of the Scale-Out NAS type and exist as a single 

subsystem, meaning it should not be composed of two or more separate sections for 

"computational," "file system access," and "capacity." 

b. Node size in terms of Rack Units: at least 4 nodes in 4 RU. 

c. The storage system should be able to expand its performance and capacity seamlessly. 

Linear performance and storage capacity should be attainable by adding storage nodes, 

each with its own disks, cache, I/O, and computational power (CPU), ensuring linear 

scalability and simplified system growth. 

d. All storage/controller nodes must be active and contribute equally to the system's 

performance and capacity. 

e. The storage system should allow the coexistence of nodes of different hardware 

generations without changes to the existing configuration and while the system is 

online. It should also allow the retirement of old-generation hardware when needed. 

f. The storage architecture should support automatic, uninterrupted data balancing across 

storage pools to achieve optimal performance and capacity efficiency in the event of 

future system expansions. 

g. Upgrades should be implemented without changing the proposed controller 

configuration. 

h. The storage system should provide access for a variety of operating systems (UNIX, 

MAC, Linux, Windows) using all standard protocols: NFSv3, NFSv4, SMB1, 

SMB2.0, and SMB 3.0 (CIFS), HTTP, FTP, REST, HDFS (Hadoop v1, v2, and v3), 

and S3. All protocols must be included without additional licenses or additional 
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hardware. All protocols, including object protocols, should be interoperable and 

usable on all data stored in the cluster. 

i. The storage system should be capable of mixing NL disks, SATA, SSD, and NVMe 

within a single file system, providing end users and applications with aggregated 

capacity and a view of system performance. 

j. The storage system should support the creation of different capacity and performance 

tiers composed of different types of disks (SATA and SSD) within a single file system. 

The storage system can manage data lifecycle and migrate files between different tiers 

using policies based on file age, type, size, and directory location. 

k. The storage system should have a global, scalable coherent cache when additional 

nodes are added to the cluster. 

2. File System and Scalability: 

a. Minimum size of a single File System (gross capacity): at least 100 PB. 

b. Maximum number of nodes that can be aggregated in a single system: at least 252. 

c. The file system should support hot node expansion without service interruption and 

allow immediate utilization of the added capacity and performance. 

d. The file system should be continuously and automatically balanced across all nodes 

and disks to eliminate bottlenecks and hotspots. 

e. The file system should withstand the failure of multiple disks and controllers and 

provide access to data with the desired performance. The vendor must specify the 

supported levels of protection. 

f. Client access to the file system and shares should be automatically distributed across 

all nodes to optimize system performance. 

g. The file system should allow an unlimited number of client accesses regardless of the 

operating system and protocol. 

3. Data Integrity, Protection, and Availability: 

a. The Storage system should be able to support snapshots at the volume and directory 

level, up to 1024 snapshots per directory. 

b. The Storage system should use a data protection mechanism based on "erasure coding" 

(N+M). 
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c. The storage system should be able to withstand the simultaneous failure of at least two 

disks or an entire node without data loss. 

d. The protection mechanism should support up to the simultaneous failure of four disks 

or four nodes (with a sufficient number of overall nodes) without service interruption. 

e. The storage system should have Journal File System functionality. Journaling speeds 

up reconstruction times for recoverable storage media by only requiring the writing of 

new/changed blocks to the file. 

f. The storage system should remain fully online and all data accessible in the event of 

the failure of an entire node. 

g. The storage system should allow for the modification of data protection settings and 

levels on-the-fly without service disruption. 

h. The storage system should enable granular data protection level modifications at the 

system, directory, or file level. 

i. The storage system should support user quotas with soft or hard limits and Over 

Provisioning. 

j. The storage system should support advanced reporting and performance analysis, 

storage trend analysis, and capacity planning tools. 

k. The storage system should natively support data replication to a remote system via 

asynchronous replication mechanisms. 

l. The storage system should offer support for the NDMP protocol for integration with 

backup solutions. 

m. The storage system should provide in-line deduplication and compression mechanisms 

to reduce physical storage space. 

n. The storage system should offer data tiering to private and/or public cloud providers 

(Amazon, Azure, Google). 

o. The storage system should support Write Once Read Many (WORM) with locking 

and compliance mechanisms in accordance with SEC 17a-4 regulations. 

4. Management and Administration: 

a. The storage system should offer both a web interface and a Command Line Interface 

(CLI). 

b. The storage system should enable monitoring via the SNMP protocol. 
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c. The storage system should support user and administrator authentication with NIS, 

LDAP, and Active Directory. 

d. The storage system should support antivirus scanning through the iCAP and CAVA 

protocols. 

e. The storage system should provide capacity monitoring and reporting at the directory, 

user, and group levels. 

f. The storage system should support performance history and analysis. 

g. The storage system should offer remote monitoring and "call home" functionality to 

alert the provider of any failures or maintenance requests. 

h. The storage system should integrate with at least three Active Directory domains 

(exported mount points for each "client"), even if not in a trust relationship. 

i. The storage system should be capable of Auditing functions and the ability to export 

logs through the CEE or Syslog protocol. 

In the following we provide the minimum requirements for the technical specification of the NAS 

Storage System: 

• Minimum number of nodes in the base configuration: 3. 

• RAW space with SSD disks at least: 23 TB. 

• Type of front-end interfaces to connect to server systems: at least 6x 10Gbe ports. 

• Number of interfaces with at least 10GbE per node (front-end): 2. 

• Number of interfaces with at least 25GbE per node (back-end): 2. 

• Software license for network management, access control, and port failover. 

• Software license for quota management. 

• Software license for snapshot management. 

• Software license for supporting the HDFS protocol. 

• Advanced monitoring and reporting software. 

 

3.6.1.5 Network Cluster 

To enable the interconnection of CPU Nodes, GPU Nodes, Login Nodes, and the NAS Storage 

System, the network cluster will consist of at least 2 Ethernet switches with the following minimum 

specifications: 
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• Maximum size of each switch: 1 RU (Rack Unit). 

• Redundant and hot-swap power supplies and fans, with no additional single points of failure. 

• 24 ports of 25GbE SFP28. 

• 4 ports of 100GbE QSFP28. 

Each switch must also be equipped with at least 2x 25GbE SFP28 SR optics, 1x 1m DAC (Direct 

Attach Copper) 100GbE QSFP28 cable, and sufficient 3m 25GbE SFP28 cables to ensure redundant 

connectivity of the described equipment in the project specifications. 

 

3.6.1.6 Power Supply System 

The power supply system will include, at a minimum: 

• 2x single-phase PDUs (Power Distribution Units) for distributing power to the various 

equipment. 

• 1x UPS (Uninterruptible Power Supply) with the necessary battery packs to sustain the 

cluster's power for a sufficient duration, allowing for a graceful shutdown in the event of a 

power grid failure.  
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4 RISK MANAGEMENT 

System development cycle typically encompass a series of intricate stages, each demanding a blend 

of technical prowess and astute management. These phases, which encompass design, documentation, 

programming, and rigorous testing, collectively form the backbone of any software endeavour. Given 

the intricacies involved, a diverse spectrum of risks must be meticulously assessed and addressed 

right from the project's inception. The multifaceted nature of digital projects necessitates a 

comprehensive approach to risk management. Designing robust strategies to identify, evaluate, and 

mitigate potential risks is paramount. This ensures that the project progresses smoothly, adhering to 

timelines and delivering a high-quality product that aligns with the intended objectives. In fact, the 

success of a system project hinges on the team's ability to navigate these stages adeptly, capitalizing 

on technological advancements and exercising prudent management practices. By proactively 

addressing potential pitfalls, a project not only strengthens its chances of success but also enhances 

its overall resilience in the face of unforeseen challenges. For this reason, risk management activities 

and actions are essential, since they provide a structured framework for anticipating, evaluating, and 

proactively addressing potential challenges, thereby fortifying the project's foundation and bolstering 

its chances of success. 

Risk management is an ongoing, integral process that spans the entire duration of the 

multidimensional platform development cycle. It encompasses the strategic identification, analysis, 

evaluation, treatment phases as well as the continuous monitoring and control of potential risks – as 

represented in Figure 10. This comprehensive risk management plan outlines the practices and 

procedures for identifying and addressing uncommon factors that could lead to deviations, potentially 

jeopardizing defined objectives. 

As the project progresses, risk assessments will be regularly updated to account for unforeseen 

sources of risk that may emerge at any stage. The primary aim of this risk management plan is to 

systematically reduce both the likelihood and impact of events that could have adverse effects on the 

project. Conversely, opportunities arising from events with a potentially positive impact will be 

leveraged to the project's advantage. 

The development of the multidimensional platform aimed at revolutionizing the way tourism and 

cultural heritage sectors operate, is a collaborative effort that brings together a diverse consortium of 

experts. Considering that Spoke 2 comprises a network of stakeholders including academia, research 
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institutes, SMEs, and non-governmental organizations, the project need to foster a harmonious and 

productive environment, transparent communication between all project members. A well-structured 

communication strategy will not only strengthen cohesion among participants but also project a 

positive image to external stakeholders and the wider community. 

 

Figure 10 - Risk management process. 

In anticipation of potential challenges, an assessment of major perceived risks related to the project's 

work plan has been conducted and is detailed in. Each risk is classified by its probability, impact and 

contingency measures have been thoughtfully devised by the Spoke 2 members to address and 

mitigate these potential challenges. 

This Chapter serves as a main reference to proactively identify and manage risks. By taking timely 

and targeted actions, the team can mitigate potential negative impacts and ensure the project continues 

its path towards a successful outcome. 

 

4.1 Risk Identification 
Risk identification is a critical phase in the risk management process as it sets the foundation for 

understanding and addressing potential challenges that may arise during the implementation of the 
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multidimensional platform. This phase involves a thorough and systematic examination of various 

aspects related to the project, aiming to uncover any factors that could impede its success. 

The process of risk identification will engage the entire project team, along with relevant 

stakeholders. This task will encompass a comprehensive assessment of environmental conditions, the 

prevailing organizational culture, and a thorough review of the project management plan, including 

an in-depth analysis of the project scope. Special emphasis will be placed on critical project 

components such as deliverables, underlying assumptions, constraints, the work breakdown structure, 

estimations of cost and effort, the resource allocation plan, as well as other relevant project 

documentation. 

To facilitate effective risk management, a dedicated Risk Management Tool is developed. This tool 

will be regularly updated in accordance with evolving project dynamics. It will be securely stored in 

electronic format within the project repository library, conveniently located in Google Drive under 

the designated section "General Documents/Risk Management". This approach ensures easy 

accessibility and centralized management of crucial risk-related information throughout the project 

lifecycle. 

In the early stage of the risk identification process, we identified three main categories of risks: 

Technical, Operational and Performance risks. Regarding the technical risks, we pinpointed potential 

challenges associated with hardware compatibility, software integration, and security vulnerabilities. 

Hardware compatibility risk pertains to the potential conflicts or incompatibilities that may arise with 

existing infrastructure components, such as servers, storage systems, and networking elements. 

Software integration risk involves the complexity of harmonizing various software components, 

including the operating system, databases, and specialized modules, to ensure seamless functionality. 

Security vulnerabilities risk focuses on potential weaknesses in security measures, encompassing 

firewalls, encryption protocols, access controls, and intrusion detection systems. 

Moving on to operational risks, we assessed factors affecting user adoption, data quality, and platform 

performance. User adoption risk revolves around challenges related to end-user familiarity, training 

requirements, and the intuitiveness of the platform's interface. Addressing this risk entails a focus on 

user experience design, accessibility features, and comprehensive training programs. Data quality risk 

encompasses the accuracy, completeness, and consistency of processed data, necessitating robust data 

validation processes and automated checks. Performance issues risk involves ensuring optimal 



 

Pag. 86 

 

platform performance even under peak usage scenarios, necessitating thorough load testing, 

scalability assessments, and performance optimization strategies. 

In addition to technical and operational risks, we examined performance risks related to the platform's 

ability to meet specified performance criteria. This encompasses factors such as response times, data 

processing speeds, and scalability to accommodate increasing user loads. Performance risks are 

crucial considerations in ensuring the platform's effectiveness and responsiveness to user needs. 

By meticulously categorizing and evaluating these risks, we have laid a solid foundation for a 

comprehensive risk assessment and the subsequent implementation of mitigation strategies. Through 

these proactive measures, we aim to bolster the platform's resilience and enhance its capacity to 

deliver reliable and valuable insights to users. 

4.2 Risk Analysis 

All identified risks will undergo assessment to determine the spectrum of potential project outcomes. 

In the process of risk management, it is extremely relevant to conduct both a qualitative and 

quantitative risk analysis to systematically evaluate the identified risks (Schwalbe, 2009). The 

qualitative risk analysis aims to determine the likelihood of occurrence (see Table 14) and the potential 

impact of each risk on the project (see Table 15).  

 

Table 14 - Risk occurrence probability. 

Risk  Probability of occurrence Point 

Low Less than 10% 1 

Medium 10-25% 2 

High 25-50% 3 

Very High 50-100% 4 

Absolute At least once 5 
 

By doing so, we can prioritize the risks that require immediate attention and response, while also 

discerning which risks may have a lower impact and can be managed with less intensive measures, 

based on the risk matrix reported in Figure 11, where risks categorized in the RED and YELLOW 

zones will necessitate the development of a risk response plan. This plan may encompass both risk 

mitigation strategies and risk contingency measures. 
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Table 15 - Risk impact. 

Impact Point 

Negligible impact 1 

Mild impact  2 

Sizable impact  3 

Large impact  4 

Very large impact  5 
 

The risks can be also quantified using the numerical rating applied to each risk.  

 

Figure 11 - Risk matrix. 

 

4.3 Mitigation Strategies 

Mitigation strategies are significant in proactively addressing identified risks and minimizing their 

potential negative impacts on the project. The following strategies will be employed: 

Risk Prevention: The project team will implement stringent quality control measures, adhere to best 

practices, and conduct comprehensive testing and validation procedures to prevent risks from 

materializing. 
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Diversification of Resources: To mitigate risks associated with resource constraints or dependencies, 

the project will employ a strategy of resource diversification. This includes cross-training team 

members, establishing backup resources, and ensuring redundancy in critical processes. 

Contingency Planning: The project will develop contingency plans for identified high-impact risks. 

These plans will outline specific actions to be taken if the risk materializes, allowing for a swift and 

effective response. 

Technology Readiness Assessment: Risks associated with technology adoption and integration will 

be mitigated through a comprehensive assessment of technology readiness. This evaluation will 

assess the compatibility of selected technologies with existing systems and infrastructure. 

Stakeholder Engagement and Communication: Open and transparent communication with 

stakeholders will be maintained throughout the project. This proactive approach will help identify 

concerns early, address potential issues, and foster a collaborative environment. 

Regular Monitoring and Reporting: A robust monitoring and reporting system will be established 

to track the progress of identified risks and the effectiveness of mitigation strategies. This will enable 

timely adjustments to the strategies if needed. 

Regulatory Compliance: Risks related to regulatory changes or non-compliance will be mitigated 

through continuous monitoring of relevant regulations and timely adjustments to project activities to 

ensure compliance. 

Supplier and Vendor Management: Risks associated with suppliers and vendors will be mitigated 

through thorough due diligence in the selection process, establishing clear contracts, and 

implementing a vendor management program. 

Additionally, each major risk falling in the red and yellow zones of the risk matrix will be assigned 

to a project management member for monitoring purposes to ensure the risk does not materialize. For 

these major risks, one of the following approaches will be selected to address them: Avoid, Mitigate, 

Accept, or Transfer. For each risk that will be mitigated, the project management member will 

identify specific actions to prevent the risk from occurring or reduce its impact or probability. This 

may involve adjustments to the project schedule or allocation of additional resources. Furthermore, 

for each major risk that is to be mitigated or accepted, a course of action will be outlined if the risk 

materializes to minimize its impact. This approach to risk management aims to safeguard the project's 

success and ensure the achievement of desired outcomes. 
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4.4 Tools and Practices 
To effectively implement the risk management process, the project has incorporated the following 

tools and practices described in this Section. 

A customized Risk Management Tool has been developed using Microsoft Excel. This tool serves as 

a centralized repository for recording, analysing, and tracking project risks. It allows for the 

systematic documentation of identified risks, their probability of occurrence, potential impact, 

assigned owners, and planned response strategies. Additionally, the tool provides a visual 

representation of risks through charts and graphs, aiding in the prioritization of risk mitigation efforts.  

Using our Risk Management Tool, we were able to detect some initial potential risks and classify 

them by its probability, impact and category, as reported in Table 16 . Moreover, for each risk we 

proposed the related mitigation measure. The Risk Management Tool will be maintained and 

reviewed as a standard agenda item during project management meetings. The project team will 

conduct regular workshops and meetings to proactively identify, analyse, and evaluate potential risks. 

These events bring together key stakeholders and subject matter experts to collaboratively assess risks 

across various project dimensions. Through structured discussions and facilitated exercises, 

participants will contribute their expertise to identify emerging risks, evaluate their potential impact, 

and prioritize them for further analysis and mitigation. 

Table 16 - Risk management tool. 

ID Risk Description Risk 
category 

Probability 
1 to 5 

Impact 
1 to 5 

Proposed risk-mitigation 
measures 

R1 

Changes in the project 
team: due to some 
reasons, some key 
partners will not be able 
to join the activities. 

Operational 2 3 
The coordinator takes timely 
measures to replace partners with 
new suitable ones.  

R2 
Difficulties in 
integrating various 
modules of the platform. 

Technical 2 4 

Conduct thorough compatibility 
tests during the development 
phase. Implement a phased 
integration approach with regular 
testing and validation. 

R3 

Rapid advancements in 
technology might render 
certain components or 
features of the platform 
outdated. 

Technical 1 3 

Build the platform on a flexible 
architecture to accommodate 
future upgrades. Establish a 
system for continuous monitoring 
of emerging technologies. 
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R4 

Dependence on third-
party vendors for critical 
components that might 
face financial or 
operational issues. 

Operational 3 4 

Diversify dependencies and have 
contingency plans in place. 
Maintain open communication 
with vendors to stay informed 
about their status. 

R5 

Continuous additions or 
changes to project 
requirements without 
proper evaluation of 
their impact on timeline 
and resources. 

Technical/ 
Operational 

1 2 

Establish a well-defined scope 
document and change 
management process. Ensure that 
all stakeholders are aware of the 
process and its implications. 

R6 

Inadequate backup 
procedures may lead to 
data loss in case of 
system failures. 

Technical 1 4 

Implement automated, regular 
backup procedures with 
redundancy and off-site storage. 
Test data restoration processes 
periodically. 

R7 
Inability of the platform 
to handle increased data 
volume or user traffic. 

Performance 2 4 

Design the platform to be 
scalable, with provisions for 
horizontal and vertical scaling. 
Conduct load testing to identify 
capacity limits. 

R8 

Failure to adhere to legal 
and regulatory 
requirements pertaining 
to data privacy, 
accessibility, etc. 

Performance 1 2 

Stay updated with relevant laws 
and regulations. Implement 
features and practices to ensure 
compliance and conduct regular 
compliance audits. 

R9 

Users might find the 
platform difficult to 
navigate or not aligned 
with their needs. 

Performance 1 3 

Conduct user testing and feedback 
sessions during development. 
Provide user-friendly interfaces 
and comprehensive training 
materials. 

R10 

Challenges in obtaining 
a substantial amount of 
high-quality data for 
effective data analytics. 
This could potentially 
limit the accuracy and 
reliability of insights 
generated by the 
platform. 

Technical/ 
Performance 2 4 

Implement data collection 
strategies that prioritize quality 
and diversity. Collaborate with 
relevant stakeholders to access 
datasets. Consider leveraging 
external data sources and APIs to 
supplement the platform's dataset. 
Regularly monitor data quality 
and conduct periodic audits to 
ensure the information remains 
reliable and up to date. 
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During the development lifecycle of the platform, we will establish a sort of “lessons learned 

repository” to capture valuable insights gained from previous projects or similar initiatives. This 

repository will serve as a knowledge-sharing platform, allowing project team members to access 

documented experiences, best practices, and mitigation strategies related to risk management. By 

leveraging the collective wisdom, the project aims to enhance its ability to identify and address risks 

effectively. 
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5 CONCLUSION 

This document presents a comprehensive plan for the development of the multidimensional platform, 

an ambitious project within the Spoke 2 aimed at support the cultural and tourism sectors in Sardinia. 

The structured approach adopted in this document ensures a systematic and well-informed design 

process. Beginning with the foundational design principles and the V-Cycle Development Model, we 

establish a robust framework to guide the platform's evolution. 

The detailed exploration of each module, encompassing Tourism, Cultural Heritage, Training, and 

Communication and Dissemination, provides invaluable insights into their functionalities, design 

considerations, and technological requirements. This detailed planning lays the groundwork for the 

integration and operation of the platform's various components. 

Furthermore, the thorough examination of risk management underscores our commitment to 

addressing potential challenges proactively. By identifying, assessing, and formulating mitigation 

strategies, we strive to fortify the platform against unforeseen circumstances. 

As we move forward, the implementation of this multidimensional platform promises to open new 

frontiers in the cultural and tourism sectors. Its potential impact extends beyond its technological 

prowess, offering a gateway to a richer understanding and a more immersive experience for all 

stakeholders and users. 

Currently, we are actively engaged in a series of high-level meetings with our esteemed stakeholders. 

These sessions play a pivotal role in refining the finer points of the platform's design. This 

collaborative effort aims to align the platform's features and functionalities with the specific 

requirements and expectations of all involved parties. Simultaneously, we have placed paramount 

emphasis on the meticulous process of data gathering. Recognizing that data constitutes the 

cornerstone of our platform's success, our teams are working assiduously to procure, validate, and 

systematically organize an extensive repository of cultural and tourism-related information. This 

comprehensive dataset will serve as the foundation of the platform, enriching the user experience and 

enabling a profound engagement with the cultural heritage of Sardinia. As we progress, we eagerly 

anticipate the arrival of the hardware components, a crucial point in the platform's development 

trajectory. Upon receipt, we will embark on the systematic process of setting up and configuring the 
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various system components. This includes the establishment of a robust data storage infrastructure 

and the configuration of computational nodes that will power the platform's advanced functionalities. 

These three concurrent tracks - stakeholder engagement, data curation, and hardware readiness - 

collectively signify our unwavering commitment to the success of the multidimensional platform.  
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